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Abstract— This article describes what sort of biometric-based 
identification  technologies  can  be  used  for  e-commerce.  The 
present  methods,  such  as  credit  cards  can  be  misused.  The 
biometric-based identification can be more effective because it 
identifies the person and not a property (credit card) or a certain 
knowledge  related  to  the  person  (password).  The  present 
biometric systems have different pros and cons for the purpose 
of e-commerce. The recommendations in this article are based 
on 10 years of resources and experiences.
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I. INTRODUCTION

The  selected  biometric-based  identification  method 
(e.g. fingerprint, retina, 3D face) must be more secure than 
other payment types (e.g. paypass, bankcard, cash).

Today a biometric reader is available to identify users 
to  make  ordinary  financial  transactions  (e.g.  cash 
withdrawal,  paying  for  a  taxi  ride).  These  existing 
examples only allow access to a relatively low amount of 
money.  The  reason  is  that  the  present  identification 
methods  are  not  safe  enough.  However,  there  is  a 
requirement to achieve a much safer identification result.

The basic problems occur with fake template detection 
and the adequate positioning of the template in front of the 
detector.

A device should be able to recognize the user in case 
his  template  is  stored  in  the  database,  which  it  is  not 
capable  of  at  times.  This  is  measured  by  the  False 
Rejection  Rate  (FRR).  It  shows  the  number  of 
unsuccessful identifications the device makes in 100 trials 
with the same registered person.

The device should not accept the template from another 
person, still, this may happen on a number of occasions. 
This  is  expressed  by  False  Acceptance  Rate  (FAR).  It 
shows the  number  a  non-user  can  successfully  identify 
him as a registered user in 100 trials. [1]

ThreatMetrix  found  that  an  average  of  2%  of 
worldwide transactions came from a mobile device, with 
the  most  originating  in  the  U.S.  (4%).  When  mobile 
transactions are broken down by industry, social networks 
top  the  list  (5.4%),  followed  by  alternative  payments 
(2.5%) and e-commerce (2.4%). [2]

In  this  article  the  authors  evaluate  the  available 
technologies for e-commerce. Although each technology 
shows a potential to be applied in e-commerce, according 
to our experiences, a high number of devices fails to be 
suitable for this purpose.

II. BASIC REQUIREMENTS

A. 1:1 identification method

Using  1:N  operation  mode  is  easy  and  mostly  fast. 
Problems  may  occur  if  a  relative  extended  database 
accumulated. In case of e-commerce, it will be happen. In 
1:N mode, the device should compare the finger to all the 
templates that are found in its database. If the device has 
1,000 or 1,000,000 templates, the process of comparison 
takes longer than tolerable. Also, it can cause a high false 
rejection and false acceptance rate. The solution is using 
1:1 comparison  mode.  In  this  case,  the device  matches 
only  one  template  from  the  database  with  the  scanned 
template so it  is faster on each occasion and also has a 
better false rejection and acceptance rate.

B.  Fake template detection

For most of biometric-based devices fake templates can 
be  produced.  This  poses  a  new  security  problem.  The 
authors  of  this  article  have  successfully  produced  these 
fake templates in our laboratory and hacking the readers 
with these fake templates was successful.

Why fake template detection is is important? In case of 
e-commerce  during  the  identification  process  there  is 
usually a person is not present to ensure that the sensor or 
device is used properly. To avoid the hackers attack the 
device  chosen  must  have  a  fake  template  detection 
function.

Certain biometric templates can be stolen. It means that 
it is possible to make a copy of the biometric data without 
the  user’s  permission.  An  unauthorized  person  can  get 
access  the  user’s  money  before  he  realizes  that  his 
biometric data was copied. [3]

Other  biometric  templates  can  be  lent  with  the  user 
contribution.  In  this  case  the  user  has  to  collaborate  to 
create the fake template. With this template another user 
can identify himself as the original user so another person 
can buy things with the verbal permission of the original 
user.

Table  1  illustrates  the  kind  of  technologies  whose 
devices have fake template detection. Table 2 depicts the 
kind  of  biometric-based  identification  technologies  that 
are  protected  against  abuse  by  template  theft  or  illegl 
lending/copying.

C. Template positioning

The fundamental issue of the biometric identification is 
positioning the template to the exact  position where the 
user  placed  it  during  registration.  In  most  cases,  the 
template has to be moved to another position to achieve 
better identification results. The first template needs to be 
recorded in a well-positioned way, and all the following 
scanning during the usage should be well positioned. Most 
devices  cannot  handle  this  problem.  Several  devices 
simply cannot identify the person; some devices can give 
signals to the user about where he should move to achieve 
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better results. The best solution is that the device has a fix 
position where the user can rest the template in the same 
stable position.

Identification can be made more efficient and accurate 
using this method.

III. COMPARISON OF EXISTING TECHNOLOGIES

The  authors  have  constructed  two  tables  that 
summarizes  the  experiences  about  different  biometric-
based technologies.

These tables sort the technologies in the most important 
aspects.

TABLE I.
POSSIBLE TECHNOLOGIES FOR E-COMMERCE

Technology
Device 

size
FAR

fake tem-
plate de-
tection

recom-
mended

iris scan-
ning

OK OK OK YES

palm vein,
finger vein

big OK
not test-

ed
YES

fingerprint OK OK
available, 

but not 
used

not

face recog-
nition

OK OK
not

possible
not

hand ge-
ometry

too big OK
not avail-

able
not

signature 
analyzing

OK too high
not pos-

sible
not

retina 
scanning

too big OK OK not

voice 
recognition

OK too high
not pos-

sible
not

DNA too big OK
not pos-

sible
not

TABLE II.
POSITIONING AND TEMPLATE SAFETY

Technology positioning
lend the 
template

steal the 
template

recom-
mended

iris scan-
ning

accept-
able

difficult difficult YES

palm vein,
finger vein

accept-
able

not test-
ed

not test-
ed

YES

fingerprint
accept-

able
possible possible not

face recog-
nition

accept-
able

possible possible not

hand ge-
ometry

great possible difficult not

signature
dynamics
analyzing

great easy difficult not

retina 
scanning

accept-
able

difficult difficult not

voice 
recognition

great easy easy not

DNA
accept-

able
easy easy not

It is hard to find the perfect  technology. The devices 
can be developed, but some of their problems cannot be 
solved easily.

IV. NOT SUGGESTED DEVICES AND TECHNOLOGIES 

A. Fingerprint-based identification

Fingerprint-based identification is the most widespread 
technology  at  present  and  it  is  now  used  in  payment 
system.

According  to  the  authors’  finding,  this  technology 
cannot be used successfully for  each person. 5% of the 
population  has  no  fingerprint  at  all.  They  have  real 
problem  during  the  registration  and  the  verification 
processes. [4]

Those  who  have  usable  fingerprint,  successful 
identification  are  always  effortless.  There  are  several 
existing  methods  that  can  damage  the  quality  of  the 
fingerprint. To name a few bricks, rocks, soaps, kitchen 
tools, the chemicals used in households or swimming can 
alter our fingerprint unable to use for identification.

Fingerprints may obtain 2D errors. This happens when 
the  valleys  fill  up  with  some kind  of  dirt  between  the 
ridges. 3D errors, when the person cuts his finger. These 
may happen frequently and these mistakes fault make the 
identification process impossible.

B. Face recognition

There  are  two  types  of  face  recognition  methods 
existing.

In  case  of  2D  face  recognition  the  device  takes  a 
picture, and analyses the position of the individual points 
in the face.

This method may be abused by using a photo of the 
person. It has a relatively high false acceptance rate, so it 
is not a suggested method.

In 3D face recognition the device reads the 3D surface 
of the face. This technique is secure enough to use it for 
transactions however, two of it defects are the following.

The  fist  one  its  size.  The  device  is  possible  to  be 
installed in a laptop but it is complicated to installed in a 
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cell phone. 5 or 10 years later from now a decreased size 
sensor may make it a potentially applicable technology.

The second disadvantage is that this technology cannot 
detect fake templates. That is almost impossible to steal 
the 3D surface form another user,  so it  should not be a 
problem.  When a user  wishes to  give rights  to  another 
person, he can copy his 3D shape of his face, and it can be 
used by another person. The user can lend the template to 
another person.

C. Hand geometry-based identification

It is a heavy-duty identification method. Even though 
the  user's  hand  may  dirty,  the  device  will  identify  the 
person with a good FAR and FRR rate.

This device has positioning pins what help the device to 
make punctual measurements.

The disadvantage  of  this  technology is  the  relatively 
large device size. It cannot be integrated to a laptop or to a 
smart phone.

An  extreme  hand  size  may  pose  a  problem  for  this 
technology. The experiences show that extremely big or 
extremely small hand size can lead to high false rejection 
rate.  This  problem  can  be  solved  relative  easily  as  a 
special device parameter set, called reject threshold to a 
less secure level only for the problematic person. In this 
case, the person can enter without any problem because 
the security level to the person set lower.  It also means 
lower security for the person.

In case of identical twins hand geometry readers accept 
the other twin on the default reject threshold. When the 
security level  higher than the default,  the device in this 
way can distinguish the identical twins. This change with 
the security level is only necessary for the identical twin 
users. For other users, the default threshold level can be 
applied.

This is the technology which is easy to use for the users 
and has the least identification problems. The device has 
positioning pins  which helps to keep the fingers  in  the 
correct  position.  This  is  the  main  point  that  makes  the 
hand geometry measurements precise. The hand and the 
fingers are in the same position during each scanning, and 
it makes the identification process efficient.

D. Signature dynamics analyzing

This  technology  is  rarely  used,  because  of  its  low 
security  level.  The  signature  of  an  other  person  is 
effortlessly available. The dynamics can be learned, but it 
is  not  easy.  This  type of  biometric  identification is  not 
widespread and there is little experience available of this 
method.

E. Retina scanning

This is one of the technologies that have the best FAR 
number. The method has two major disadvantages. Firstly 
it  can  spread  biological  infections  to  another  user. 
Secondly the positioning of the eye is problematic. Now 
they are using frames or chin resters  have been applied 
recently  to  ensure  the  exact  head  position.  These 
positioning  equipments  also  make  the  retina  scanning 
unusable.

F. Voice recognition

This method has very high FAR number and it is easy 
to hack.

In order  to perform reliable spectral  analysis,  signals 
must  show  stationary  properties  that  are  not  easy  to 
observe in constantly-changing speech signals.

Speaker recognition systems can be classified into two 
broad subtypes: text-dependent and text-independent. The 
former uses the lexical content of the speech for speaker 
recognition, while the latter tries to minimize the influence 
of the lexical content, which is considered unknown for 
the  recognition  of  the  speaker.  This  distinction  makes 
these two subtypes of speaker recognition systems very 
different in terms both of techniques used and of potential 
applications.  This  section  is  devoted  to  text-dependent 
speaker  recognition  systems,  which  find  their  main 
application  in  interactive  systems  where  collaboration 
from the users  is  required in order  to authenticate their 
identities. [5]

G. DNA-based identification

Definitely this technology has  the best  FAR number. 
The required time for the identification is too long, which 
makes the DNA-based identification unable to use in e-
commerce. The best available technique is not enouh fast 
to be applied it in the e-commerce.

Even with streamlined sample preparation, performing 
a complete DNA fingerprinting analysis can take a long 
time.  “The overall  process,  in  the way that  is  typically 
used in the industry,  can take up to 14 days,” explains 
Frederic  Zenhausern,  Ph.D.,  director  of  the  Center  for 
Applied NanoBioscience and Medicine at the University 
of Arizona in Phoenix. 

Zenhausern and his colleagues in collaboration with the 
U.K. FSS have now developed a microfluidic device that 
can shorten the steps between purifying DNA and reading 
a  fingerprint  to  two  hours,  while  also  making  it  more 
straightforward for technicians. “Everything is piloted by 
the computer, and it’s a very simple user interface,” says 
Zenhausern.  The system could also find uses outside of 
criminal justice.

“If you change the design of the cartridge and the assay 
chemistry, the same instrumentation platform can be used 
for  other  applications  in  other  market  segments,  like 
clinical diagnostics,” says Zenhausern.

When the new microfluidic system reaches the market, 
it  will  already  have  competition.  At  PerkinElmer  in 
Waltham,  Massachusetts,  product  developers  have  been 
working  hard  to  streamline  forensic  DNA  analysis, 
resulting  in  the  company’s  innovative  JANUS 
workstations.  The  systems  use  PerkinElmer’s  proven 
liquid-handling automation platform to handle every step 
of DNA analysis,  from purification through quantitative 
PCR  setup.  Because  the  system  is  modular,  labs  can 
acquire it piecemeal, and potentially add other processes 
in the future. [6]

Another problem is the high price of the identification. 
It  also  makes  this  technique  to  name  as  a  not 
recommended technology for the e-commerse.

V. SUGGESTED DEVICES AND TECHNOLOGIES

A. Iris-based identification

With this technology imitation is almost impossible.
The authors found that glasses and contact lenses will 

not  have  any  negative  effects  in  the  process  of 
identification.  The  users  can  wear  these  during 
identification.

However,  one  remaining  task  is  to  find  the  correct 
position  in  front  of  the  camera  for  new  users.  The 
experiences  show that  it  can  take  a  long  time for  new 
users to find the correct position in front of the reader in 
the first few identification. Having used the technology for 
a  number  of  occasions,  the  users  learned  from  the 
experience and the time of the identification is reducing to 
as low as 1 second. When the users know where the eyes 
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should be located in front of the reader,  the time of an 
enrollment will be this fast. The eye should be right in the 
opposite of the camera.  The device can help the user to 
find the correct position. 

It  is  easy  to  use  and  it  can  guarantee  a  low  False 
Acceptation Rate. At first time it may be hard to found the 
correct position, so the duration of the identification can 
be long at the first few weeks. When the user has a little 
practice by using the device,  the identification becomes 
fast.

To ensure the protection against fake templates the iris 
reader is supposed to check the template whether it is real 
or  fake.  The best  method is  to illuminate the eye by a 
flashing near infrared light. The sensor detects contraction 
of the iris as the light flashes into the pupil. There are a 
number of certain iris readers without this fake template 
test function, those are not secure enough for e-commerce. 

Iris  pattern  and  structure  exhibit  long-term  stability. 
Structural formation in the human iris is fixed from about 
one year in age and remains constant over time. So, once 
an individual is enrolled, re-enrollment requirements are 
infrequent. With other biometric technologies, changes in 
voice timbre, weight, hairstyle, finger or hand size, cuts or 
even the effect of manual labor can trigger the need for re-
enrollment.

The technology is ideal  for handling large databases. 
Iris  recognition  is  the  only  biometric  authentication 
technology  designed  to  work  in  the  1-n  or  exhaustive 
search mode. This makes it ideal for handling applications 
requiring  management  of  large  user  groups,  such  as  a 
National Documentation application might require.. Large 
databases  are  accommodated  without  degradation  in 
authentication accuracy.

Unmatched  Search  Speed  in  the one  to  many search 
mode  is  unmatched  by  any  other  technology,  and  is 
limited not by database size, but by hardware selected for 
server management. In a UK Government-commissioned 
study,  Iris  ID's  IrisAccess  platform  searched  records 
nearly 20 times faster than the next fastest technology. Iris 
ID  has  developed  a  high  speed  matching  engine, 
IrisAccelerator™,  designed  to  deliver  10  million+ 
matches per second.

Safety and Security Measures In Place. Iris recognition 
involves nothing more than taking a digital picture of the 
iris  pattern  (from  video),  and  recreating  an  encrypted 
digital template of that pattern. 512-byte iris templates are 
encrypted and cannot be re-engineered or reconstituted to 
produce  any  sort  of  visual  image.  Iris  recognition 
therefore affords high level defense against identity theft, 
a rapidly growing crime. The imaging process involves no 
lasers  or  bright  lights  and  authentication  is  essentially 
non-contact.

Audio  auto-positioning  prompts,  automated  image 
capture,  and  visual  and  audio  authentication  decision-
cueing completes the process. [7]

B. Palm vein or finger vein-based identification

False acceptance rate is 0.00008% in according to our 
test device.

An impressive level of security comparable to that of 
iris  recognition  is  based  on  the  highly  complex  vein 
pattern in the palm of the hand. Excellently suited for the 
unique  identification  of  persons,  this  internal  biometric 
feature provides optimum protection against tampering.

Palm vein authentication is based on the absorption of 
infrared  radiation  (heat  radiation)  in  venous  blood.  A 
sensor illuminates the palm with infrared light. Oxygen-
reduced blood in the veins absorbs the infrared rays. The 
sensor camera captures an image of the individual’s vein 
pattern and converts it to a template.

The template is encrypted by the sensor and then saved 
to a database (for identification) or to a card or tag (for 
verification using “template on card”) [8]

In case of wet or sweaty hands, the false rejection rate 
is relative high.

This is a relatively sizeable device, however the sensor 
can be small. With the present device size it doesn’t have 
a good chance to be a device for e-commerce. The sensor 
alone can be installed to a laptop or a cell phone. This is 
not available at present, but it might be a possible way to 
apply it as a useful technology.

C. Complex systems

It  is  possible  to  integrate  different  identification 
methods to avoid the security problems. 

A  further  option  is  to  apply  complex  systems  by 
combining  different  methods.  With  this  technique, 
technology  problems  may  be  fixed  since  a  complex 
system provides the benefits of all devices included and 
minimizes their drawbacks.  The result  is a hybrid,  high 
secure and mobile device. [9]

VI. SUMMARY

The findings show that  the best  biometric  method at 
present is the iris-based identification. It can detect fake 
templates,  and this device has the best false acceptance 
rate.

The finger vein and the palm vein can also be a useable 
method for e-commerce, but they require more tests and 
new devices to decrease the size of the device.

A  further  option  is  to  apply  complex  systems  by 
combining  different  methods.  With  this  technique, 
technology  problems  may  be  fixed  since  a  complex 
system provides the benefits of all devices included and 
minimizes their drawbacks.  The result  is a hybrid,  high 
secure and mobile device.
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