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Reminder

Required notations:
Message (p): the unencrypted plain text originating from the
sender.
Encrypted message (s): the received message which does not
resemble to its plain text version.
Secret key (k): information (usually number, string) which is
used to encrypt p (and in symmetric key cryptography also
decrypt).
Encrypting function/algorithm (E(p, k)): a mathematical
function (in our case a two variable one) which is used to create s
by using p and k.
Decrypting function/algorithm (D(s, k)): a mathematical
function (in our case a two variable one) which is used to create
p by using s and k.

Note: from now on both p and s will consist of numbers only.



Reminder

Since the key required for encryption and decryption is the same, it is
necessary to find a way to securely transfer it between the

communicating parties.



Introduction

Two main branches of symmetric algorithms

1 Block ciphers: the message is broken into smaller blocks and
these blocks are being encrypted separately. In modern
cryptography we use a fixed bitsize for this "cutting" (e.g. 64 bits
for DES), however in ancient texts we can find examples where
the message was cut along words (however since words are not
of the same length these techniques are hard to implement).

2 Stream ciphers: the processing of the message is done by
character after character. At first glance it looks like a block
ciphers where the block size is "one unit", but actually it is
totally different: the key is a pseudo-random stream, so the units
of the message (the numbers) are encrypted by using different
parts of this stream.



Example

An easy example for block ciphers

We get an extremely easy example if we break up our message to 2
letter (number) blocks and shift the first letter of each block with
k1 = 3 units to the right and shift the second letter with k2 = 2 units to
the left. The E(p, k) and D(s, k) functions can be described as below:

E(p, k) = (pi1 + 3 (mod 26), pi2 − 2 (mod 26)), where pi

denotes the ith block of the unencrypted message (i1 is its first, i2
is its second letter.)

D(s, k) = (si1 − 3 (mod 26), si2 + 2 (mod 26)), where si

denotes the ith block of the encrypted message.

For example the word bo | ok transforms into em | ri. Notice that
contrary to what was seen at the last class where the letter o had the
same "image" every time, now the first o gets transformed to m, while
the second to r.



Example

An easy example for stream ciphers

The encryption happens at the same time as sending (as soon a
package arrives to the post office then instead of waiting for more
letters, they immediately forward it). For this it is required to generate
a "very long" pseudo-random number which is used during
encryption. Instead of an exact example, the following image
demonstrates the situation.

In the communication channel the word "apple" passes through one
letter at a time



Security attacks

The goal of cryptographic attacks is to achieve the key. We can freely
assume that the encryption algorithm is common knowledge. We can
distinguish two main types:

1 Brute-force attacks: the easiest type of attack, which consists of
"trying every possible key". One of its well-known type is the so
called dictionary based attack, where the attacker uses a
"commonly used keys/passwords" list (password, 1234, secret,
password1234,. . . ).

2 Cryptanalysis: attacks which try to exploit the properties of the
encryption algorithm itself to gain the key (or directly decipher
the message). To break the message we can sometimes use the
structure of the message itself, or even some
encrypted-decrypted message pairs.



Cryptanalysis

Cryptanalysis and linguistics

If we know the language of the message then linguistics can help us in
breaking the encryption:

The most frequent letter in english language is e, so if the
algorithm assigns the same letter/number to every occurrence of
a letter then we can use this type of information.

If we know that the message is a letter, then the first few words
are usually the addressing (Dear XY,. . . ).

In hungarian language the letter y usually occurs as gy, ly, ny, ty.

The frequent "short words" are usually articles (the, a, an).



Cryptanalysis

During the development of a cryptographic algorithm the designers
need to prepare for the following type of attacks:

The attacker only knows the encrypted message (ideal case).

The attacker knows the encrypted message and some
encrypted-decrypted message pairs.
The attacker knows the encrypted message and some
encrypted-decrypted message pairs chosen by him.

The attacker choose an unencrypted message and gets its
encrypted pair and/or
The attacker chooses an encrypted message and gets its decrypted
pair.



Security of cryptosystems

A cryptosystem is called unconditionally secure if no matter
how many encrypted messages we have, then without a key it is
impossible to recover the original text.

The only unconditionally secure cryptosystem is the so called
OTP (One Time Pad), which is a strange variant of the Caesar
ciphers, where we shift (by using modular arithmetics) every
letter of the original text with the next number of a pseudo
random key stream (first letter with first number, second with
second, etc.) and we never use that key again (except for
decryption). If the key transfer between the sender and receiver is
secure then it can be proven mathematically that the OTP cannot
be broken.



Security of cryptosystems

A cryptosystem is called computationally secure if one of the
conditions below is satisfied:

The "cost" (hardware, software, etc.) to decrypt the message is
greater than the value of the message itself.

The time required to decrypt the information is greater than the
"useful" lifespan of the message (e.g. if we require 1 week to
break the message "We attack tomorrow", then the cryptosystem
performed its duty).



Symmetric cryptosystems - monoalphabetic ciphers

Affine cryptosystem

A monoalphabetic1 cryptosystem which can be described as the
following:

E(p,k): si = k1 · pi + k2 (mod n), where si is the ith character of
the encrypted message, pi similarly for the decrypted message.
k = (k1, k2) denotes the key, n is the length of the alphabet.

D(s,k): pi = k−1
1 · (si − k2) (mod n).

Note

Based on what we learnt on the previous class, this cryptosystem
is only viable if k−1

1 exists so if (n, k1) = 1.

If k1 = 1, k2 = 3 we get the so called Caesar ciphers.
1A type of encryption where the same letter always have the same encrypted pair.

Sometimes they call it substitution ciphers.



Symmetric cryptosystems - monoalphabetic ciphers

Permutational cryptosystem

On of the vulnerabilities of the affine cryptosystem is that we can
easily calculate k1 and k2 by getting two encrypted-unencrypted pairs
of letters. We can avoid this by using a permutational cryptosystem.
For this we prepare a permutation of our alphabet and simply pair the
letters of our original message with the corresponding one in the
permutation. If we only use the small letters of the english alphabet
we already have 26! different substitutions.

Note

Unofortunately both the affine, both the permutational cryptosystem
are vulnerable to linguistics (e.g. frequency analysis).



Symmetric cryptosystems - monoalphabetic ciphers

We can make breaking our code more difficult if instead of one letter
we use two or three letter pairs (called digrams or trigrams). Of course
this cannot be called "monoalphabetic", however the general idea for
encryption is the same, since in this case the encrypted pair of a di- or
trigram is always the same. However this modification is also
vulnerable to linguistical attacks (th is very frequent in english for
example), so to increase its security we can always use more letters in
our blocks. However using more letters makes our algorithm
vulnerable to mathematical attacks.

One possiblity to overcome these weaknesses is to create a
cryptosystem where the same letter(block) can be transformed into
multiple different letter(block)s.



Symmetric cryptosystems - polyalphabetic ciphers

To eliminate the previous weakness people came up with the idea of
polyalphabetic cryptosystems. Actually these are monoalphabetic
ciphers, however the substitutions are decided by the usage of a
key(word). The most well-known polyalphabetic cryptosystem is the
Vigenère cipher.

Vigenère cipher

The main idea is that the sender and receiver choose a keyword (let it
be apple), then during encryption the sender copies this word above
the original message repeated as many times as necessary to fill out
the whole text. Then the sender simply shifts the letters of the original
text by the "value" of the letter directly above it.



Symmetric cryptosystems - polyalphabetic ciphers



Symmetric cryptosystems - polyalphabetic ciphers

Vigenère cipher - example

By using the above table it is easy to encrypt our message. Let our
keyword be apple and our message is i love cryptography. First we
create the following table:

a - p p l e - a p p l e a p p l e a p
i - l o v e - c r y p t o g r a p h y

Vigenère cipher - example

Then in the "big table" we search for the row of the next letter of apple
and the column of the letter which corresponds to it in the plain text.
The intersection of the row and column gives us the encrypted text.



Symmetric cryptosystems - polyalphabetic ciphers

a - p p l e - a p p l e a p p l e a p
i - l o v e - c r y p t o g r a p h y
i - a d g i - c g n a x o v g l t h n

Note

Let ℓ denote the length of the keyword and n the length of the used
alphabet. Then the system can be described as below:

E(p,k): si = pi + ki (mod ℓ) (mod n).

D(s,k): pi = si − ki (mod ℓ) (mod n).

A big weakness is that if somebody is able to find out the length of the
keyword then it becomes easy to break the encryption into ℓ
monoalphabetic ciphers which can be easily decrypted. And to find
out ℓ we simply need to check the distance between the repeating
sequences in the encrypted message.



Symmetric cryptosystems - block ciphers

As was mentioned before the two main branches of symmetric
cryptosystems are the block ciphers and the stream ciphers. The main
idea is known from the previous slides, so from this point we only
discuss the two most well-known algorithms.

Data Encryption Standard

The algorithm was developed by Horst Feisel in the 70’s and it was
used until early 2000’s. However since the key length is small, then
modern computers can easily break it, thus nowadays it is not used. Its
more advanced version, called triple-DES is (still) secure, however in
a few years it will not be sufficient anymore.



Symmetric cryptosystems - DES

The principles of DES

Since the exact algorithm is quite difficult we only discuss the basics.

Both the input and output are 64 bits (block size). The input gets
cut in half and the two halves are treated separately. If the block
is shorter than 64 bits then it gets extended by padding.

The length of the key is 56 bit (actually it is 64 bit, however 8 bit
remains unused).

The first and last step of the encryption is an initial (and final)
permutation which are the inverse of each other. This has no
cryptographic significance, it is simply reordering the input for
easier computations.



Symmetric cryptosystems - DES

DES - cont.

The encryption is done in 16 steps (rounds). In every round the
same happens (permutations and substitutions) with a different
input and subkey.

To generate the subkeys we use the previous key and use
permutations and shift operations.

The steps for encryption and decryption are the same, but in
reverse order.

Note
Inside each round we apply a so called "round function" to the right half of
the message from the previous round. This uses the round specific subkey.
The generated output gets XOR’d to the left side of the message
(substitution). Finally the two sides gets switched (permutation) and the
next round starts.



Symmetric cryptosystems - DES

William Stallings: Cryptography and Network Security, Principles and
Practice, 6. edition, 2014.



Symmetric cryptosystems - DES

Encryption by using DES (better not)

In Linux by using the OpenSSL program it is possible to use multiple
algorithms (including DES) to encrypt our files. To encrypt by using
DES we need to use the following commands:

openssl des-ecb -in <infile> -K <8 byte key> -out <outfile>
openssl des-ecb -in message.txt -K 0001020304050607 -out secret.enc

If we use ECB then the image of same message blocks are the same so if we
really want to "relive" the 70’s while getting at least some kind of protection
then avoid this at any cost.



Symmetric cryptosystems - DES

Encryption by using DES - cont.

To avoid this weakness we can use CBC, where after a block is
encrypted it gets added to the next, unencrypted block. To the first
block we add a 64 bit long initialization vector.

openssl des-cbc -in <if> -K <key> -iv <init vector> -out <of>

It is possible to use a password instead of a hexadecimal key:
openssl des-cbc -in <infile> -k <pass> -out <outfile>

If we use a password, then the program automatically generates a random
byte-sequence (salt) to ensure that if two passwords are the same then the
generated key still becomes different. The salt can be provided by us by
using the -S parameter.

If we want a "secure" (for home usage only) DES algorithm, then we must
use the triple-DES. The syntax is similar as before, however the key length
can be twice as long (des-ede-cbc) or even thrice as long (des-ede3-cbc).



Thank you for your attention!


