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Asymmetric encryption - RSA

The Rivest-Shamir-Adleman encryption

One of the most well-known and most widespread form of encryption.
Its security depends on two assumptions:

1 It is hard to factorize "big numbers".

2 Calculating roots in a "big modulus" is mathematically hard.

The interesting thing about the above two statements is that up until
now nobody was able to prove that there is no fast algorithm for these
problems. So if somebody finds a fast algorithm, then the RSA
immediately changes from one of the most secure algorithms into one
of the least secure one (however it is unlikely to find an algorithm in
the near future).
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The RSA algorithm

The algorithm itself is quite easy, by using smaller numbers it can
even be done by hand.

1 First step we choose two big primes: p, q. These numbers are
parts of the secret key. (Since more and more advanced prime
factorization algorithms exist, then it is not enough to choose two
arbitrary "big" primes.)

2 We create the n = p · q number, which is part of the public key,
thus it is not needed to keep it a secret. The length of the key is
the number of digits in the binary representation of n. If we want
to create a truly secret message then the key has to be at least
1024 (even better if 2048, 4096, . . .) bit long (so n must be at
least 21024).
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The 1024 bit long key

To demonstrate how "long" n must be to get an acceptable level of
security, here is the decimal form of 21024:

179769313486231590772930519078902473361797697894230657273

430081157732675805500963132708477322407536021120113879871

393357658789768814416622492847430639474124377767893424865

485276302219601246094119453082952085005768838150682342462

881473913110540827237163350510684586298239947245938479716

304835356329624224137216
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The RSA algorithm

3 We calculate the Carmichael λ function for n. Without deeper
mathematical knowledge we just need to "accept" that this is the
least common multiplier of p − 1 and q − 1. So in our case
λ(n) = lcm(p − 1, q − 1). This information is also a part of the
secret key.

4 We choose an (almost) arbitrary number e, such that e < λ(n)
and (e, λ(n)) = 1. This number is part of the public key, so there
is no need to keep it secret.

5 We calculate d ≡ e−1 (mod λ(n)) and keep it secret.
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Note

Out of the two communicating people, only the sender has the secret
key. Thus we can easily remember that the steps which give us a
private key are the odd steps (the ones without a pair). The public key
however is shared with the other person, thus we can remember that
these are the steps "which have a pair" (so the even steps).

Encryption

For encryption the message is usually cut into blocks such that the size
of each block (in binary) is less than n. The easiest case is when we
process the message one character at a time, however this requires an
unnecessariy amount of resources and is not cryptographically secure.
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Encryption, decryption - cont.

After cutting the message into smaller parts (from now on let m
denote the actual block), the sender calculates me (mod n) and sends
this encrypted message (s) to its partner (who has the secret key).

Decoding is very easy if we have the secret key: we only need to
calculate sd (mod n). Since d is the inverse of e, then it can easily be
seen that:

s ≡ me (mod n)

sd ≡ (me)d =(me)e−1
= me·e−1

= m (mod n)
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Example

Let our message be apple grows on trees and treat every word
separately. Let us convert the words into a sequence of numbers such
that we change every letter to its ascii code:

097112112108101 103114111119115 111110 116114101101115

(Since the ascii table uses the numbers 0 − 255, then we use 3 digits
for each character. So for example the letter a is written as 097 instead
of 97. This justifies the 0 at the beginning of the sequence, however
this is of course not used in our calculations.)

Now choose two "big" primes. Let

p = 642414237259349, q = 602661834025549. Így

n = 387158542430843443333805107601.
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Example - cont

Calculate λ(n) = lcm(p − 1, q − 1):
λ(n) = 96789635607710549564433455676.

Choose a number e such that (e, λ(n)) = 1. By using the
Euclidean algorithm it can easily be verified that these numbers
are relatively primes. Let e = 1234567.

Calculate d ≡ e−1 (mod λ(n)). We get
d = 95306314001270491149005956819.

Thus we have everything what we need to encrypt our message.
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apple grows on trees
097112112108101 103114111119115 111110 116114101101115

apple −→ 34101125659421027403240645634
grows −→ 103920205581167595951427512883
on −→ 344483921139261694665272381338
trees −→ 162868077742672278864663256814

Note

Of course it is almost impossible to perform these calculations by
hand, thus we used the free mathematical program package SAGE.
For practicing one my find these informations useful:

Least common multiplier: lcm(a, b)

Greatest common divisor: gcd(a, b)

a (mod b): mod(a, b)

a−1 (mod b): mod(a−1, b)
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RSA implementations

This algorithm can be found in many packages and libraries. A few of
the most common are:

In java the crypto and security libraries contain the functions
which are necessary for encryption. Alternatively we can use the
API of Bouncy Castle, or cryptlib which implements the full
algorithm.

In C# the System.Security.Cryptography contains the functions,
and similarly as java the Bouncy Castle, or cryptlib API has the
full algorithms.

In python the Crypto library contains the functions or we can
also use the already mentioned cryptlib API for the fully
implemented algorithms.

In C/C++ we can use the cryptlib API as well.
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Note

If we want to encrypt our messages without programming then one of
the best program to use is the OpenSSL. (OpenSSL has an API as
well which we can incorporate in our programs).

At february 2020 researchers were able to break an 829 bit long key,
thus a key with 1024 bits is still secure, however it is strongly
recommended to use a key which is at least 2048 bit long. An
interesting fact that breaking the 829 bit long key required 2700 CPU
years (with 2.1 GHz cores). This means that if all the 2300 students
of our faculty start to use their 4 core, 2.1 GHz/core CPU (average,
since some only use dual core laptops) then to break the same key we
would need 3.5 months (working 24/7). If we use the three
supercomputers in Debrecen (Gyires, Apollo, Leo) together then we
would need 6 − 8 months.
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The Diffie-Hellmann key exchange algorithm

One of the most well-known discrete logarithm based encryption
algorithm.

As a reminder to break the encryption it is required to determine x in
the congruence

ax ≡ b (mod n),

where a, b, n are given. Among the real numbers the problem can
easily be solved by calculating loga(b), in modulo n however it is
computationally a hard problem.

Note
As its name suggests this algorithm is not used for encrypting messages.
Instead we use it to securely exchange keys. This is useful to provide an
additional layer of security for symmetric encryption.
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The idea behind D-H key exchange

Before we discuss the algorithm we demonstrate how it works by using an
easy example:
Alice and Bob agree that they want to use AES encryption to protect their
messages. However they need to share the common key. They do the
following:

1 Alice writes down a keyword on a paper, then puts this paper in a box
and closes it with a lock.

2 Alice sends the closed box to Bob, who is not able to open it yet, so he
puts his own lock on it.

3 Bob sends the box (which has two lock on it) back to Alice.

4 Alice takes down her own lock and sends the box back to Bob.

5 Bob can easily open the box by taking down his own lock.
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The D-H algorithm

The algorithm consists of the following steps:

1 Alice and Bob choose a p prime and an element g such that the
set {g0, g1, . . . , gp−1} (mod p) is the same as {1, 2, . . . , p − 1}.
(This is called a primitive root modulo p.)

2 Alice chooses a number x and sends Bob gx (mod p).

3 Bob also chooses a number y and sends Alice gy (mod p).

4 They keep x and y secret.

5 Alice and Bob computes (gy)x = gyx = gxy = (gx)y (mod p)
which they use as a secret key.
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Note

For an unauthorized person only the values p, g, gx és gy are
known, thus to be able to determine the secret key he/shee needs
to solve the modulo p discrete logarithm problem.

Based on the "easy example" it seems like we can use this to
encrypt messages (since we can put anything into the closed
box), however if we examine the algorithm it becomes clear that
it is impossible (the message can only be g, however there is
nothing to guarantee that the number which we get by
transforming our message is a primitive root, and since g is part
of the public key, then everybody can freely read it). Thus the
similarity between the example and the actual algorithm lies
between the analogue of "locks and keys" and x and y.
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Example

Let p = 23. We need to find a number g such that the powers of g
form the set {1, 2, . . . , 22} numbers mod n. We cannot choose g
arbitrarily, since for example if g = 3 then we only get back 11
numbers instead of 22. Thus after a short computation we get
that g = 7 is sufficient.

Alice chooses x = 16 and calculates that g16 = 716 ≡ 6
(mod 23), then sends this 6 to Bob.

Bob chooses y = 9 and calculates that g9 = 79 ≡ 15 (mod 23),
then sends this 15 to Alice.

Alice raises 15 to the power of 16 mod 23 and gets 16 as a secret
key.

Similarly Bob raises 6 to the power of 9 to also get 16 as a secret
key.
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The ElGamal cryptosystem

Similarly to the Diffie-Hellmann key exchange, this algorithm also
relies on the discrete logarithm problem (actually it relies on the
Diffi-Hellmann algorithm itself). Since the discrete logarithm is
mathematically hard, then if we choose the parameters correctly then
it is a very secure algorithm, however it is also important to note that
without modifying the original idea it becomes sensitive to attacks
where the attacker is able to choose pairs of encrypted-decrypted
messages. Of course in every protocol, algorithm, etc. which
implements ElGamal (PGP, DSA,. . .) this weakness is treated.
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The algorithm - introduction

Before we start to discuss the algorithm itself, it is important to note
that without any deeper mathematical knowledge we use the term
cyclic group to denote the elements of the modulo p residue system,
with a unit element e = 1. However one of the main strengths of the
ElGamal cryptosystem is that it is able to work with any cyclic group,
thus if the researchers find a mathematical structure which is more
secure than the modulo p residue system, then it becomes very easy to
modify the algorithm to incorporate these new ideas.
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Let Alice and Bob be the two communicating parties. Alice has the
information required for decoding the secret message and Bob has the
information to encrypt plain texts.

1 First Alice chooses a G cyclic group with ℓ elements. Then
proceeds to find one of its g generators and e unit.

For us: Alice chooses a p prime and finds a g primitive root
modulo p. The group consists of the numbers 1, 2, . . . , p − 1, thus
ℓ = p − 1. From this point we only use these information. Of
course in this specific case the public key does not need to contain
ℓ, however to make things consistent we use it.

2 Alice chooses a random 1 ≤ x ≤ p − 1 integer and calculates
gx ≡ a (mod p).

3 Alice shares the public key (p, p − 1, g, a) and keeps x as a secret
information.
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During encryption we suppose that the message m is already
converted to one of the integers between 1 and p − 1.

1 Bob chooses a random y element from the list 1, . . . , p − 1, then
proceeds to calculate b ≡ ay (mod p). This is actually gxy from
the D-H algorithm.

2 Bob computes the numbers s1 ≡ gy (mod p) and s2 ≡ m · b
(mod p).

3 Finally Bob sends Alice the (s1, s2) pair as a message.
For decoding Alice uses her private x key as the following:

1 She raises s1 to power x emeli modulo p, thus she also gets the
number gxy (this is the same as the number b which Bob has).

2 Alice calculate the inverse of b modulo p (so b−1).
3 Since s2 ≡ m · b (mod p), then if she multiplies both sides of the

congruence with b−1 she gets back the original message m.
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Example

Let our message be 13 and use the information from the example of
the D-H algorithm:

p = 23, g = 7

x = 16, y = 9

a = gx ≡ 716 ≡ 6 (mod 23)

Information to Bob: (23, 22, 7, 6)

b = gxy ≡ 16 (mod 23)

s1 = 79 ≡ 15 (mod 23)

s2 = 13 · 16 ≡ 1 (mod 23)
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Example - cont.

Thus if Alice gets the numbers (s1, s2) = (15, 1), she can perform the
following computations:

gxy ≡ sx
1 = 1516 ≡ 16 (mod 23)

Invert 16 modulo 23 to get that the inverse is b−1 = 13 (this is
not the actual message, although it seems like it, however it is
just a coincidence).

The actual decrypted message is: m = s2 · b−1 = 1 · 13 ≡ 13
(mod 23).

Note

Since s2 is 1 we get that b−1 is the same as m. This is purely a
coincidence it has no cryptographic significance, however it should be
avoided.
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Note

Both the ElGamal and the RSA cryptosystems are secure, thus to
decide which one we want to use is only based on the amount of
available resources (e.g. the RSA can encrypt the information faster,
however ElGamal is faster to decrypt. Similarly if we encode the
same message with similar parameters, the text which was encrypted
by RSA is significantly longer.)

An important note however is that the ElGamal algorithm is able to
utilize the discrete logarithm problem on elliptic curves.
Mathematically speaking this is a much harder topic, however after
implementing the algorithm, both the running time and the size of the
encrypted text becomes smaller compared to RSA. (An interesting fact
that Bitcoin also uses an elliptic curve based encryption).



Thank you for your attention!


