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Identity management - introduction

Nowadays (hundreds of) millions of people use facebook, twitter,
google, instagram, etc. The increasing number of users raises a couple
new problems:

How to manage the identities of millions of users (what data
should we store, how can we verify that somebody is "really
John Smith", how to protect the store data,. . . )

How to handle different access-levels across the users.

How to connect the authentication process of different online
services (e.g. we can log in with facebook, google, etc. to
different webpages).

These topics are covered by the relatively new concept, called federal
identity management.
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Identity management - SSO

Identity management is a centralized, automated approach to provide
enterprise-wide access to resources by employees and other
authorized individuals. The main idea is that every "user" gets an
identity (here the word user does not necessarily mean an actual
person, it can be a process as well) and every identity is given
(different) attributes. Apart from assigning them, the company must
"figure out" a way how to verify the assigned identities as well.

The central concept of identity management is the so-called Single
Sign-On (SSO), which enables the users to access all networks by a
single authentication.



Identity management

Typical services provided by a federated identity management system
include the following:

Point of contact: verification of the connection between a user and the
username, and managing the work sessions.

SSO protocol services: providing a security token which support the
SSO.

Trust services: every service which deals with the questions: "What
information to store, how to store it, how to protect it".

Key services: management of keys and certificates.

Identity services: services which provide the interface to local data
stores, user databases.

Authorization: Granting access to specific services and/or resources
based on the authentication.

Provisioning: account creation, registration, setting access levels.

Management: Services related to runtime configuration and
deployment.



Identity management - Architecture

William Stallings: Cryptography and Network Security, Principles
and Practice, 6. edition, 2014.



Federated identity management

While identity management typically deals with the users of one
company, nowadays companies must "work together" to provide the
SSO option across multiple platforms. This has lots of advantages
both for users, both for companies, however the two most important
are the following:

Users do not need to manage (and remember) separate accounts.
Because registration and account management is simplified, they
will more likely try new services ("You can log in with your
facebook profile in one-click.").
Companies can share data about users between each other.

However, since information is usually sensitive, companies needed to
come up with regulations regarding the identity management.
Federated identity management refers to the agreements, standards,
and technologies that enable the portability of identities, identity
attributes, and entitlements across multiple enterprises and numerous
applications and supporting many thousands, even millions, of users.



Federated identity management

The basic step for federated identity management is to devise a way
for storing the data across the platforms. Since every company
requires different information about its users, the format in which they
save these information is usually different. Thus the first step in the
FIM was to create a "unified" format for data management. As a
solution, companies developed multiple standards (almost all of them
are extensively used today, and most programming languages support
them). Some of the most common include:

"Regular" data-exchange

XML (Extensible Markup Language): ideal for databases.

SOAP (Simple Object Access Protocol): a protocol which
describes how to invoke code using XML over HTTP. So
basically SOAP provides a way for data exchange by using
XML.



Federated identity management

Secure data-exchange

WS-Security: a SOAP extension which is responsible for the
message integrity and confidentiality in web services. Basically
this is the "protection layer" above the XML interchange.

SAML (Security Assertion Markup Language): XML-based
language, used for exchanging authorization and authentication
data. So while XML is used for "every kind of data", SAML is
mostly used during secure communications.



Federated identity management - Examples

William Stallings: Cryptography and Network Security, Principles
and Practice, 6. edition, 2014.



Federated identity management - Examples

William Stallings: Cryptography and Network Security, Principles
and Practice, 6. edition, 2014.



Network security



Network security - NAC

Network Access Control

Network Access Control (NAC) is the collective name for every
service, protocol,. . . which is used in managing access to a network. It
is responsible for authenticating users, determining which data can
they access and examines the "health" of the endpoints. Every NAC
system has three main components:

AR (Access requestor): basically the clients "who" want to
access the network (PC, mobile, servers,. . . ).



Network security - NAC

Network Access Control - cont.

Policy server: responsible in deciding what content can and
cannot be accessed. Usually relies on anti malware, -spyware,
-virus softwares.

NAS (Network Access Server): users in remote locations use a
NAS to connect to the company’s network. Basically this is the
gateway between the user and the company. 99% of the time a
NAS is backed up by AAA servers (authentication,
authorization, accounting), the most common is the Remote
Authentication Dial-in User Service.



Network security - NAC

NAC Enforcement Methods

NAC Enforcement Methods are applied to the ARs to regulate access
to the company’s network. The most common enforcement methods
are the following:

VLAN (Virtual LAN - not to be confused with WLAN): in this
method the company’s network is consisting of interconnected
LANs and the company dynamically segment it into virtual
networks (mostly by using software to cut off and connect
machines). The NAC decides which network can a user use
(different one for inside messaging, internet access, printing,. . . ).
ARs and servers can belong to multiple VLANs.

Firewall: allows or denies access to specific services. Firewalls
can block or enable ports and/or software.



Network security - NAC

NAC Enforcement Methods - cont.

IEEE 802.1X: this a port-based NAC. Before an AR (IP) can get
a port it must go through an authorization. For the authentication
it uses EAP (Extensible Authentication Protocol).

DHCP (Dynamic Host Configuration Protocol): an internet
protocol which enables dynamic allocation of IP addresses. The
DHCP server accepts a request and returns an IP address.
Simplifies the assignment of IP addresses and the creation of
subnets, however it only provides little security, since it is
sensitive against IP spoofing (an attacker can catch the DHCP
requests and answers them. Thus the attacker pretends as a
gateway or DNS server).



Network security - EAP

Extensible Authentication Protocol

EAP acts as a framework for network access and authentication
protocols. This protocol provides "protocol messages" which can
contain different authentication methods (hence the name
"extensible"). These methods can be used between servers and clients.

William Stallings: Cryptogra-
phy and Network Security,
Principles and Practice, 6. edi-
tion, 2014.



Network security - EAP

EAP Components

EAP Peer: client who want to access the network.

EAP Authenticator: an access point or NAS that requires EAP
authentication prior to granting access to a network.

Authentication server: a server that negotiates the use of a
specific EAP method with an EAP peer, validates the EAP peer’s
credentials, and authorizes access to the network. Usually it is a
RADIUS server. Sometimes the authenticator serves as the
server as well.



Network security - EAP

EAP Messages

During an EAP connection the peer and server sends messages to
each other. These messages contain the following information:

Code: 1, 2, 3, 4 - Request, Response, Success, Failure.

Identifier: matching requests and responses.

Data: information related to authentication. Success and Failure
messages contain no data.

Length: length of the message (for anti-tampering).



Network security - IEEE802.1X

IEEE802.1X Port-based NAC

This standard was designed to provide access control functions for
LANs. An authentication procedure consits of four main steps:

1 Initialization: when a peer (supplicant) wants to connect to the
network a port opens on the authenticator (bridge) and is set to
"unauthorized" state. In this stage only IEEE802.1X messages
can travel through the port.

2 Initiation: the authenticator sends EAP identity requests to a
special MAC address. The supplicant listens to this address and
as soon as it sees the request, answers with an EAP identity
response. The authenticator sends this response to the auth.
server (RADIUS Access-Request packet). This step can be
started/restarted by the supplicant by issuing an EAPOL-Start
packet.
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IEEE802.1X Port-based NAC - cont.

3 Negotiation: the server sends back a RADIUS Access- Challenge
packet to the authenticator. This contains the "recommended" EAP
method. The authenticator forwards this message in an encapsulated
EAP packet (EAPOL-EAP) to the supplicant. The supplicant can
accept the EAP method or reply with an other one (hence the
negotiation).

4 Authentication: after agreeing on the EAP method, the supplicant and
server start to send EAP Requests and Responses to each other through
the authenticator (this translates EAPOL packets into RADIUS
packets). Eventually the server responds either with EAP-Success or
EAP-Failure (in "RADIUS language"). If the message is EAP-Success
(RADIUS Access-Accept) the authenticator sets the port to
"authorized" (and sends an EAPOL-Key for the session) . After the
supplicant finished its work it sends an EAPOL-Logoff message to the
authenticator which sets the port back to "unauthorized" state.



Thank you for your attention!


