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Web security - Introduction

Up until now we discussed the basics of different network
authentication protocols. However "after the authentication" users
actually start to use the network, and if they use an "open network"
(like www) then they may encounter thousands of attackers who want
to break their systems, gather sensitive data,. . . This problem is still
present in closed networks as well, however in this case the
unsuspecting users are the ones who "bring in" some malicious
software. Thus in the following slides we only concentrate on web
attacks. To try to mitigate the damage what hackers can cause, it was
important to come up with a method (methods) which enables secure
browsing.
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Security risks

Since web browsers are easy to use, web servers are easy to
configure and web content can easily be created, nowadays more
and more people call themselves "web developers", "web
admins", etc. The main problem with this approach is that the
underlying "toolkit" (protocols, systems,. . . ) are extremely
complex, thus more and more unskilled people are using the
more and more intricate systems.

If a web server is corrupted, the full underlying network also
becomes corrupted.

Users are usually not trained in web security, thus it is easy to
use e.g. social engineering toolkits to exploit their incompetence.
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William Stallings: Cryptography and Network Security, Principles
and Practice, 6. edition, 2014.
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Where to apply the security measures

One common way of protecting users is to use IP security
methods. In this case the security is applied in the network level
(OSI layer 3). The tools include IP filtering, authentication
headers, data origin authentication,. . .

A "higher level" (OSI layer 4 - transport level) protection usually
include SSL (outdated) or TLS standards (see later).

The highest level (not to be confused with the word "strongest")
security is done on the application level (OSI layer 7). These are
embedded in the actual application (Kerberos, S/MIME,. . . ). The
big advantage is that the developers can include
application-specific security methods, so they can be tailored to
the given application.
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Transport Layer Security

TLS is a cryptographic protocol for securint communications over the
network. Mainly websites and chat applications use it, however its
variations can be used for e-mails and VoIP as well. TLS is a client to
server (or server to client) protocol, which means that encryption
stops at the server, thus its owner is able to monitor our traffic and
data, so it is important to use a trusted server (a truly secure way for
communications can be achieved by end-to-end encryption protocols).

Note
It is important to note that the predecessor of TLS is the Secure Sockets
Layer (SSL) which is considered deprecated (its most recent version is 3.0
which became deprecated in 2015) so never use it over TLS. Actually SSL
became a standard when TLS 1.0 came out, thus essentially TLS 1.0 can be
considered as SSL 3.1. Since SSL is now a standard, then if a website has an
SSL certificate it means that (most likely) it is using TLS.
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Main points of TLS

1 A session begins with the client sending a ClientHello message.
This is part of the client-server handshake and contains a
protocol version (upper limit, e.g. TLS 1.3), some random bytes,
session ID, cipher suites and compression method (sometimes a
list of extensions as well, e.g. signature algorithms).

2 The server sends a ServerHello message back which contains the
chosen protocol (until the upper limit e.g. TLS 1.2), some
random data, session ID, the selected cipher suite, compression
method (and extensions).

3 The server sends the Server Certificate message which contains
the server hostname, its public key and a proof from a trusted
third party, that the server owner really has the private key
corresponding to the public one (since everybody can "steal" the
public key and pretend as the server).
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Main points of TLS - cont.

4 The server generates a private-public key pair for key exchange
(e.g. if the agreed cipher suite contains the elliptic curve
Diffie-Hellmann algorithm, then they can use this).

5 The server provides information for the key exchange to the
client (e.g. sends his public key).

6 The server tells the client that it is done with its part of the
handshake (ServerHello Done).

7 The client does a similar process as in 4) and 5), then by using
his/her private key, the server’s public key and the random
data from the "ClientHello" and "ServerHello" parts he/she
generates the encryption key.
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Main points of TLS - cont.

8 The client indicates that he/she calculated the encryption key and is
ready to use it for the communications. In TLS 1.3 this is omitted,
since it can easily be inferred.

9 The client calculates verification data to show that the handshake was
successful and not compromised and encrypts it with the shared key.
This verification data contains a MAC created from all the handshake
messages (to verify the integrity of the handshake). The handshake is
finished from the client’s side.

10 The server also calculates the shared secret key, the verification data,
then if everything is OK, considers the handshake finished.

11 The client and server cand send Application Data messages to each
other by using the shared secret key.

12 After the communication is over, the client sends an alert message
(Client Close Notify) that he/she is closing the connection.
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Since more and more government authorities and official parties are
accepting e-mail messaging (and not only "regular letters") as a
certified way of communication security architects needed to come up
with a way to securely store and transfer these messages between
parties. To understand the most common way of secure e-mail
messaging, first we need to understand the most common e-mail
format, called Multipurpose Internet Mail Extensions (MIME). A
couple of years ago messages only consisted "regular" characters
(ASCII), however as the years passed the demand for "extra
functions" arose, so computer scientists had to figure out a way to
include pictures, files, programs. Thus MIME was born.
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Example for RFC5322 standard for regular text messages (updated in
RFC6854)

Date: October 29, 2020 3:54:23 PM CET
From: “Bertok Csanad” <bertok.csanad@inf.unideb.hu>
Subject: Regular RFC5322 syntax
To: english.students@datasec.com
Cc: hungarian.students@adatbizt.hu

The message starts by having one empty line between the header and
the body. In RFC6854 multiple senders are permitted.
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MIME

Since e-mail messages are mostly transmitted with SMTP, MIME
needed to solve some "compatibility issues" with these protocols.
Some examples:

SMTP cannot transfer binary files, so we need a way to convert
them into text format.

SMTP is limited to 7-bit ASCII, so á, é, í,. . . are not supported.

SMTP has a size limit.

And so on. . .
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MIME - cont.

To overcome the above problems a MIME message uses multiple
fields in a message to indicate the content type, encodings,. . . An
overview of the structure of a MIME message is the following:

The header contains the MIME-Version (1.0), Content-Type
(e.g. text/plain, multipart/mixed, etc.), Content-Transfer-
Encoding (e.g. base64 for executable files, images, audio/video
files,. . . ), Content-ID, Content-Description (if the data is not
readeable, e.g. audio, video data).

The body contains the actual message, including the
attachments. For a regular text message, no extra formatting is
needed. A multipart message - as its name suggests - has
multiple different types, separated by a given separator. Every
unit can have a different Content-Type which describes the type
of the content.
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S/MIME

Now that we are familiar with the MIME format we can discuss its
security-enhanced version, called S/MIME. This provides
authentication, integrity, non-repudiation (via digital signatures) and
confidentiality (via encryption) of the message body carried in SMTP
messages.

Authentication–integrity–non-repudiation:
The sender creates the message, then uses SHA-256 to create a
hashed version.
This hashed message is encrypted with the sender’s private (RSA)
key and appended to the end of the original message. The sender
also appends some information regarding the "whereabouts" of
the public key.
The receiver decrypts the appended hash with the sender’s public
key and hashes the original message to compare the two hash
values.
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S/MIME

Confidentiality:
The sender creates the message and a random 128 bit number
(key) to use for the encryption of that one message.
The sender encrypts the message by using the key (usually
AES-128 with CBC) and encrypts the key with RSA by using the
receiver’s public key.
The receiver decrypts the 128 bit number with its own RSA
private key, then decrypts the message by the 128 bit message
key.
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Note

S/MIME secures a MIME entity with a signature, encryption, or both.
The above simplified overview combines authentication with
encryption, however it is possible to only sign or only encrypt
messages. S/MIME basically takes a MIME object with the necessary
cryptographic information (algorithm identifiers, certificates,. . . ) then
packs everything in a so-called PKCS object. Then this object is
inserted into a regular MIME format message as the "message". So
basically it is a "MIME in MIME" type of message.
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Example for a SignedData S/MIME type

Content-Type: application/pkcs7-mime; smime-type=signeddata;
name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

567GhIGfHfYT6ghyHhHUujpfyF4f8HHGTrfvhJhjH776tbB9HG4VQ
bnj7 77n8HHGT9HG4VQpfyF467GhIGfHfYT6rfvbnj756tbBghyHh
HUujhJhjH HUujhJh4VQpfyF467GhIGfHfYGTrfvbnjT6jH7756tb
B9H7n8HHGghyHh 6YT64V0GhIGfHfQbnj75
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Note

The "problem" with S/MIME is that every user must get keys and
certificates to be able to encrypt the messages. Thus S/MIME is not
properly suited for webmails (mostly mail applications use it, since
they can download the necessary keys and certificates to the user’s
PC). Also since S/MIME is basically uses end-to-end encryption, then
when a user decrypts the data of the message, he/she also decrypts
potential malwares as well (during transfer it is not possible to analyze
the contents for potentional threats). Finally since S/MIME cannot be
used without a certificate, users who "only want to encrypt messages"
are usually discouraged to use it (since they need to achieve these
certificates from a third party, called certificate authorities).
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Pretty Good Privacy

An alternative way for secure e-mail messages is to use PGP. This
essentially has the same functionality as S/MIME. Compared to S/MIME
there are two key differences:

1 Key Certification: S/MIME uses certificate authorities to get keys and
certificates, however in PGP, users generate their own private and
public keys and then ask for signatures for their public keys from third
parties. S/MIME certificates are only trusted if they can be traced back
to a trusted root, however a PGP public key is trusted if it is signed by
an other PGP key which is trusted by the recipient ("if my mother
says that I can trust John, I will trust John"). This is called
Web-of-Trust.

2 Key Distribution: PGP does not include the sender’s public key in the
messages, so the recipients need to acquire it from elsewhere (e.g.
everybody can post their keys to OpenPGP servers).



Thank you for your attention!


