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CHAPTER 1 

MODELING OF MECHATRONICS SYSTEMS 

 

1.1 Definition of mechatronic systems 

 Mechatronic systems result from the simultaneous design and integration of following 

disciplines:  

 Mechanical and coupled systems 

 Electronic systems 

 Control and information technology 

The integration is between the components (hardware) and the information – driven 

functions (software), oriented towards finding an optimal balance between the basic 

mechanical structure, sensor and actuator implementation automatic digital information 

processing and overall control [1]. In addition, synergetic effects are created, resulting 

in enhanced functionality and innovative solutions [1]. 

 

Figure 1: The key elements of Mechatronics System 
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1.2 Modelling of Mechatronics system  

System Modelling: A model is a program with parameters which has been developed to 

act in the same way of a system in the real life. This would be an example of a system 

which we ought to get a response from, which will remain a simple type of the original 

system without taking into considering all the details, it uses mathematical equations 

and calculations to test and predict what will happen to the system based on the input 

parameters which would simulate the respond of that system. 

System Simulation: simulation is a computer model which can analyse and represent a 

system to predict and to make an experiment for testing and understand the behaviour 

of a system without really constructing the system. In the same way, they are made 

through mathematical equations. The difference between a model and a simulation is 

that a simulation often uses something physical in order to imitate the system. An 

example of a simulation is a Virtual Reality gaming (VR) another perfect example of 

system simulation is a flight simulator.  

 First level: (a conceptual model): In which the new product needs to be 

validated before additional resources are allocated to design and fabricate that 

product [2]. 

 Second level: (actuator sizing): Determine the constraints on integration of 

components of the system. These constraints relate to the specifications for 

various components such as the power requirements in the actuators and sensor 

limits [2]. 

 Third level: (The controller design): Integration of the control system model 

with the system model. Besides the selection of control laws [2]. 

 

1.2.1 Why systems modelling used? 

• Predict: how the system will react in the future after considering all the system 

parameters the model will show us in virtual time to see the system respond and react in 

future which make it safer and high-quality system. 

• Investigate: each part of the system detail, can be repeatable, zoom in or out, the 

model allows us to stop the time or even rotate the system in order to do more study on 
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the planed system. 

• Cost and Time: Building a real-life system can take a long time and cost more. 

Without having to create the system for real the system can be simulated. 

• Train people: without any risk people can be trained to learn about the system which 

they are supposed to work with, an example of this learning to fly an airplane. It is very 

dangerous, difficult, costly and mistakes will be made, but by using a flight simulator it 

is no more problem to train them how to use the system. 

 

1.3 Bond Graph Modelling for Mechatronics System: 

A bond graph is a unified graphical modelling language used to represent any kind of    

physical dynamic system domain. Bond graph is a powerful tool to approach for 

modelling and simulation of multidisciplinary systems. It allows to drive the block 

diagram  

modelling, signal-flow graph and state-space representation of the system. Bond graphs 

are multi-energy domain like mechanical, electrical, hydraulic, thermal, Chemical, 

Electrochemical, Thermodynamic, and domain neutral or different domains together. 

This means a bond graph can model any mechatronics system with different domains  

seamlessly. In bond graph language the power represented by bond and the direction of 

the positive power are represented by half-arrow at the end of the bond as shown in 

figure 2.  

 

Figure 2: The direction of the power in bond graph 

 

1.3.1 Bond Graph Elements: 

In bond graph modelling language, two active elements (Source of Effort Se and Source 

of Flow Sf) which call one port element, three generalized one port element passive 

elements (I, C, and R) which they can be different according to the system domain in 



        

13 

 

case of mechanical system R element can be friction but in case 

of electrical system it consider as resistance, two junctions (0 and 1) which call 

multiport element and two transducers (Transformer TF and Gyrator GY) which is two 

port element. 

 

One Port Elements: 

 Passive Elements: The bond graph elements are called passive because they 

transform received power into dissipated power (R-element), stored under 

potential energy (C-element) or kinetic (I- 

element) [2]. 

 

 

 

 

 

 

 

 Active Elements: Provide a power to the system which work as a source to the 

system, it could be source of effort Se, and source of flow Sf. 

 

Two Ports Element and Tree Port elements: 

 Junctions: 

a. 0, 1: They are not a material point (common effort (0) and common flow (1)) (tree 

ports element). 

b. TF transformer: Transform the energy form to another form, like rotary motion into 

linear motion, or rotary motion to another rotary motion. Like the same in gear 

box, which means e1 will transform to be e2 and f1 will transform to be f2 but they 

still in the same domain but with different value. 

 

 

    Resistance (electrical domain), 

    Friction (mechanical domain)  

 

 C        Capacitance (electrical domain), 

           Compliance (mechanical domain)  

I       Inductance (electrical domain),  

        Mass (mechanical domain) 
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c.  GY: Energy transformation example for the gyrator is the 

electrical motor, convert the electrical domain to mechanical domain give a current 

and get torque as output, which means effort converted to flow and flow converted 

to effort, which means e will convert to be f and f will convert to be e. 

 

 

1.3.2 Bond graph Generalized Variable 

One of the first steps of using bond graph theory to model any system is by knowing the 

system domains of that system (electrical, mechanical, hydraulic, chemical, etc.). As 

sown in figure 2. The bond meant to represent the power or the energy and the direction 

on that power or the energy and when there are two bonds are connected to each other 

by multiport element it shown how the energy are exchanging between each element in 

the system or in different domains. In bond graph theory there are two generalized 

variables. 

1. Power variables 

2. Energy variables  

 

 Power Variables 

When is there is two elements are connected with bond the power pass through a port,  

the variables that traveling through are call power variables and they are equal in  

power, in bond graph theory undue each domain the power variable p(t) are divided at 

every port either an effort e(t) or a flow f(t). At each port the power exchange and give 

effort and flow. Table 1.1 show the power variables for different system domains with 

the corresponding flow an effort. 

 

             1.   Effort, variable represent as e(t): voltage, torque, temperature, pressure, 

 

2.   Flow, variable represent as f(t): velocity, mass flow, current, entropy flow, 
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Power= e(t)*f(t) 

 

 

 

 

Table 1.1: power variables for each domain with corresponding flow and effort 

  Domain  f   Flow  e Effort 

Electrical I current U voltage 

Mechanical Translation V velocity F force 

Mechanical Rotation ω angular velocity torque Γ [Nm] 

Hydraulic / Pneumatic φ volume flow dV/dt 

[m3/s] 

P pressure 

Thermal FS entropy flow T temperature 

Chemical μ chemical potential FN molar flow 

 

 Energy variables 

For dynamic system representation in Bond graph theory two kind of the energy 

variables acquired by integration of the power variables called.  

 

1. Momentum: variable represented as p(t)= (flux, moment, magnetic flow, 

angular momentum, …) 

 

2. Displacement: variable represented as q(t)= (mass, volume, charge, …) 
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1.2: showing the energy variable for several domains 

 Domain  Momentum P(T) Displacement Q(T) 

Electrical Flux Φ  Charge Q  

Mechanical Translation Moment J [Ns] Displacement X [M] 

Mechanical Rotation Angular Momentum 

[Nms] 

Angle Γ [Rad] 

Hydraulic / Pneumatic Momentum Pp 

Ns/M2 

Volume V [M3] 

 

1.4 Using bond graph Modeling in LabVIEW software 

After driving the bond graph for a system its posible to drive the casual graph from it 

then the block digram modelling. Due to the casual graph block diagram has been 

derived and then simulated in LabVIEW software. This method of modeling allows us 

to create control or simulation of almost all systems including, mechanical, electrical or 

hydraulic by avoiding hard mathematical formulas. LabVIEW ( Laboratory Virtual 

Instrument Engineering Workbench ) is graphical language, a system-design platform 

and development environment for a visual programming language from National 

Instruments company.  

 

1.5 Bond Graph Modeling for Electrical Circuit by LabVIEW software  

The work shows the use of Bond Graph formalism for modelling dynamical systems. 

As an example, an electrical model is solved by this approach at the level of its physical 

behaviour. In contrast with the classical method, where the equations for individual 
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components are created first and then the simulation scheme is 

derived on their basis, the described method uses the reverse procedure. This example 

shows the method of generation the system equations are discussed. From a bond graph 

diagram of the system, using a step-by-step procedure, system equations will be 

generated. As a starting point, a model of a simple electrical RLC circuit consisting of a 

resistor, an inductor, and a capacitor is taken. The differential equations describing the 

dynamics of the system are obtained in terms of the states of the system. 

 

1.5.1 Description of the Model 

The first step of using bond graph modelling method is by demonstrating the domain of 

the system, in this example the domain is electrical, which is RLC circuit. the 

fundamental elements of RLC circuit is resistor, inductor and capacitor are connected 

across a voltage supply. RLC circuits’ are used in many applications as radio receivers, 

oscillator circuits.  

 

 

         (b)      (a) 

Figure 3: Electrical system: a) electrical model of the system with reference voltage; b) 

efforts (voltages) with unique names u1, u2. 

 

1.5.2 Bond Graph Construction 

Since we describe the system domain which electrical domain and as it shown in figure 

3, the system has voltage source (Uz) which in bond graph method its source of effort 

(Sf), a resistor R (R: R1, R: R2) since the system has two resistors, an inductor I (I: L) 

and a capacitor C (C: C). 

 

1.5.3 Steps of the System Modelling  

After identifying the system domain and selecting the elements and type of source. In 

https://www.electrical4u.com/types-of-resistor-carbon-composition-and-wire-wound-resistor/
https://www.electrical4u.com/what-is-inductor-and-inductance-theory-of-inductor/
https://www.electrical4u.com/what-is-capacitor/
https://www.electrical4u.com/voltage-or-electric-potential-difference/
https://en.wikipedia.org/wiki/Receiver_(radio)
https://en.wikipedia.org/wiki/Electronic_oscillator
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bond graph theory the resistor (R) represented as R element, 

capacitor (C) as C element, inductor (I) as L element and voltage source as Source of 

effort uref, then identify all other efforts (voltages) and give them special letters u1, u2, 

figure 2 b), then draw these efforts. 

 

u1, u2 by 0-junctions in Figure 3). The next step is by determining the junctions, in this 

system 1- junction and one source (Se:uz) and two element are connected to this 

junction. 

 

(R:R1, I:L), then we have another junction which 0-Junction and there is two element 

connected to it, (R:R2, C:C) as it shown in figure 4.  

 

Figure 4: Simplified Bond graph of the RLC circuit 

 

Determine the signal direction and causality in figure 5. Causality shows the direction 

of the effort and cause relationships between the factors of power. 
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Figure 5: causality determination 

 

The bond meant to represent the power or the energy and the direction on that power or 

the energy and when there are two bonds are connected to each other by multiport 

element it shown how the energy are exchanging between each  element in the system 

or in different domains. And these two elements characterized by the causal stroke. The 

causal stroke shows the direction where the effort is going to, the effort this pushes, and 

the flow is the response, and this can be indicated by causal stroke on the bond.  

The final result of causal bond graph we can derive the equivalent block diagram or the 

differential equations. In 0-junction only one causal stroke could be close to 0-Junction, 

while in 1-Junction only 1 bond could be without casual stroke close to 1-junction. 

 

1.5.4 Deriving to Block Diagrams from the Bond Graph 

The block diagram model of our electrical system can easily be derived from causal 

bond graph model of the system which shown in figure (5). To create a block diagram, 

by changing the bonds to bilateral signals as it shown in figure 6, with some steps 

described below.  
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Figure 6 converting the bonds to bilateral signals. 

 

Change all the elements by corresponding blocks of the block diagram modelling 

method, as it shown in figure 7 and figure 8. below.  

 

 

Figure 7: bond graph with bilateral signals. 
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Figure 8:  The block diagram and line signal direction. 

Each bond is represented with corresponding block diagram as it shown in table below. 

 

 

Table 1.3: block diagram representation of the bond graph elements 

TABLE I.  BOND GRAPH 

TABLE II.  ELEMENT IN 

BLOCK DIAGRAM 

TABLE III.   
TABLE IV.   

TABLE V.   TABLE VI.   

TABLE VII.   
TABLE VIII.   

TABLE IX.   
TABLE X.   

The final result of block diagram model can be finalized each corresponding block and 

combine them together with signal loops and then it will be easy to derive the 

differential equations. And implement it into LabVIEW software. 
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Figure 9: Bond graph expanded to a block diagram. 

 

1.5.5 LabVIEW Implementation of the Block Diagram 

In this step, we are going to implement the block diagram shown in Figure 10 in 

LabVIEW - Control & Simulation Loop as shown below: 

 

Figure 10: Block diagram representation in LabVIEW. 

 

Considering a numerical example with    and , 

the results of the simulation are shown below. 
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Figure 11: The current, i_1, response when applying a step signal of u_z=20 V. 

 

Figure12: The voltage, u_2, response when applying a step signal of u_z=20 V. 

 

1.6 Modelling of inchworm by using Bond Graphs in LabVIEW software 

In this example, the mechanical equivalent of inchworm locomotion has been modelled 

by the help of Bond Graphs and simulated in LabVIEW environment. As a first step, 

instead of mathematical model, Bond Graph was used to represent all the mechanical 

characteristics of the system. Secondly, the casual graph of the model was derived 

easily from Bond graphs. Lastly, due to the casual graph block diagram has been 



        

24 

 

derived and then simulated in LabVIEW software. This method 

of modelling allows us to create control or simulation of almost all systems including, 

mechanical, electrical or hydraulic by avoiding hard mathematical formulas. 

In this example the modelling system of inchworm-like robot will be developed by 

using Bond Graphs which enables to describe systems in the most convenient way. As 

well as, simulation process of robot’s locomotion will be designed using LabVIEW  

 

1.6.1 Bond Graph model of inchworm 

In order to develop the biologically inspired model of inchworm Bond Graphs will be 

used in this example after converting real movement of the worm to mechanical system. 

Firstly, we have to assume that the mass of worm is equally divided at its front and rear 

ends. As it is known, an inchworm bends and stiffens itself to -like shape and then 

lifts its rear end to move forward. So, Rf and Rr represent two resistances anchoring 

these masses to ground. The stiffening and relaxing muscles could be shown as flow 

source, Q. This flow source charges a spring and damper combination (Ki and Ri). We 

can describe the equivalent mechanical model of this system as it is shown in figure 

13.a [2]. 

 

Figure 13: (a) the equivalent mechanical design of Inchworm; (b) bond graph modelling 

[2]. 

 

The Bond Graph model of the given mechanical system is described in figure 13 and 

represents all the directions of flows and efforts of the process by using 3 passive 

elements of Bond, namely, masses-I, dampers-R and one spring-C. MSf stands for 

modulated source of flow which is defined as Q in real system. It is obvious that, the 

control source (MSf) has causal paths to all three storage elements. There are zero and 
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one junctions on the Bond Graph model which indicates 

respectively, common effort and flow paths of the system. In order to convert 

mechanical system to Bond Graph model of the system that is given in figure (13, a), 

then block diagrams only several steps should be completed. First of all, so as to see the 

path of the process more clearly, figure 14, shows arrows called bonds which numbered 

by efforts and flows and shows the direction of power of the system.  

 

Figure 14: The bond graph modelling of the equivalent mechanical design of the 

inchworm. 

 

1.6.2 Casual Graph of the Inchworm Model  

Causal analysis is the determination of the direction of efforts and flows in a BG model. 

The result is a causal BG which can be considered as a compact block diagram. From 

causal BG we can directly derive an equivalent block diagram. It is algorithmic level of 

the modelling. Figure 3 illustrates the casual graph of the system given above. 

Comparing figure 14 and figure 15, we can see that directions of efforts are shown 

towards causalities. And directions of flows are always opposite to the effort direction. 

In figure 14, the directions of bonds (arrows) which are also the directions of power, 

helps us to derive equations of effort and flows around junctions. For example, for each 

junction we write equations while accepting bond which is going out of junction as 

output. 

While developing block diagram from casual graph one of the most important factors is 
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junctions which will be summation blocks of block diagram. 

And the equations that are given in figure 15, will determine signs of summation blocks 

which is describes more deeply in next part. 

 

Figure 15: The causal graph of the system 

 

1.6.3 Block diagram of inchworm system 

Creating block diagrams is the last step of our algorithm before developing simulation 

code of the given system. In block diagram we have to replace junctions (zero and one) 

to summation blocks with correct signs derived from equations figure 15, and passive 

elements with proper blocks. For instance, if we have integral I element- effort (e2) as 

input and flow (f2) as output- the integration block has to be used for this element. It is 

important to note that, effort and flow paths should be separated around zero and one 

junctions. For example, as flaws are equal around one junction, only efforts are 

important to assume. These rules can be shown in figure 16, more comprehensively. 
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Figure 16: The block diagram modeling 
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1.6.4 LabVIEW implementation of the inchworm model, parameter tuning  

Final step to model and simulate our system is to develop simulation code by 

using block diagram. Following parameters should be accepted as constant: 

m=0.05kg, Ki=10N/m, Ri=0.01N.s/m, T=10s, Q=0.01m/s, Rg=0.1Ns/m [2]. 

So, the final code and its result by keeping parameters constant are shown 

respectively in figure 17 and figure 18. 

 

 

Figure 17: The system implementation into LabVIEW software. 
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r  

Figure 18: The result of Inchworm simulation. 

 

 

1.6.5 Conclusion 

This example presented modelling and simulation of inchworm-like movement which is 

the one of the most referred interest area of today. The modelling was realized using 

Bond Graphs. This method enabled to avoid mathematical equations and model the 

system in an easy way. Only several steps were needed to create final simulation code. 

Firstly, Bond Graph model was designed and casual graph derived according to the BG 

model. Secondly block diagram obtained from given casual graph. Lastly, simulation 

code was developed using LabVIEW software.  
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CHAPTER 2 

CYBER SECURITY 

 

2.1 Defining Cyber Security 

Cyber security, also referred to as information technology security, focuses on 

protecting computers, networks, programs and data from unintended or unauthorized 

access, change or destruction [3]. 

 

2.2 Cyber Security Threats Include 

Spoofing: By obtaining the network authentication credentials of an entity (such as a 

user or a process) permits an attacker to create a full communication under the entity's 

identity. Examples of spoofing are masquerading and man-in-the-middle attack [4]. 

Backdoors and espionage: Backdoors are particularly concerning because they can be 

both hard to discover and provide unfettered access to a system or entire network. A 

compromised system can provide cybercriminals or a nation-state the ability to spy on 

data, or alter the data in place. And for as long as a system is compromised, abuse of 

privilege will be on going [4]. 

 

 Virus 

The concept of viruses has been with us for decades, along with the development of 

detection technologies [5]. A virus is a program that can "infect" other programs by 

modifying them and inserting a copy of itself into the program. This copy can then go 

to infect other programs. Just like its biological counterpart, a computer virus carries in 

its instructional code the recipe for making perfect copies of itself [6]. 

 

 Hacker 

In common a hacker is a person who breaks into computers, usually by gaining access 

to administrative controls [5]. Masking one’s IP address is a standard practice when 

conducting illicit activities. A well- configured proxy provides robust anonymity and 
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does not log activity, thereby frustrating law enforcement efforts 

to identify the original location of the person(s) involved [5]. 

 

 Malware 

The Internet hosts many forms of malicious software, also known as malware, that vary 

in functionality and intent. Quite often, descriptions of malware, regardless of the type, 

incorrectly classify the malicious software as a virus [5]. 

 

2.3 SSH Encryption 

SSH is a protocol that is available under Unix and Windows 2000 that provides an 

authenticated and encrypted path to the shell or the OS command interpreter. SSH 

protects against spoofing attacks and modification of during in communication [6]. Using 

a network device with antispoofing functionality, such as Unicast Reverse Path 

Forwarding (uRPF), can reduce network DoS conditions, as the device verifies the 

validity of a source IP address and discards the traffic if the source IP address is not 

valid or is spoofed. Organizations should monitor their own SMS number services via 

sites like whocallsme.com to see if users are suspicious of their services. Such 

suspicions could indicate mistrust in the legitimate service or attackers who are 

spoofing the number of the affected organization to improve their chances of gaining 

trust [5]. 

 

 

 

Figure 19: Symmetric encryption the sender and receiver [5]. 
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3.4 Memory Forensics  

Memory forensics refers to finding and extracting forensic artifacts from a computer’s 

physical memory. This section explains the importance and capabilities of memory 

forensics and the tools used to support incident response and malware analysis [5]. 

While a system is on, random access memory (RAM) contains critical information 

about the current state of the system by capturing an entire copy of RAM and analysing 

it on a separate computer, it is possible to reconstruct the state of the original system, 

including the applications the user was running and the files or network connections 

that existed at the time. The concept of preserving RAM per the “order of volatility”1 

and inspecting it for signs of an intrusion is certainly not new; however, before the 

recent explosion of ground breaking research and expandable analysis frameworks, 

many investigators relied on running the strings command on a memory dump to gather 

post-mortem intelligence about an attack [5]. 

 

3.4.1 Why Memory Forensics is Important 

 

 Best place to detect any potential malicious software activity 

–Study running system configuration.  

–Identify inconsistencies (contradictions) in system.  

–Bypass packers, binary obfuscators, rootkits (including kernel mode) and other hiding 

tools.  

 

 Analyse and track recent activity on the system  

–Recognise the running activity – in context.  

–Profile user or attacker activities.  

 

 Collect evidence that cannot be found anywhere else  

 



        

33 

 

– The hackers design some malware to run completely from RAM 

(i.e., memory resident codes) which can save them from leaving traces behind on long 

storage units like the hard drive.  

–Chat threads.  

–Internet activities.  

In general the attackers would leave some traces behind especially in the RAM, even if 

attackers had a good awareness about the Windows operating system (OS) to anticipate 

the side effects of every API call, they will not be able avoid or hide each side effect 

continuously and perpetually. Hence, the analysts should look so closely for signs of 

intrusions in RAM, because it easy to miss the most important trace or it can be the 

only, piece of evidence that malware existed on the system. 

 

2.5 Finding Hidden Processes 
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The Windows kernel creates an EPROCESS object for every 

process on the system. The object contains a pair of pointers, which identifies the 

previous and subsequent processes. Together, this creates a chain of process objects 

also called a doubly linked list. To visualize a doubly linked list, think of a group of 

people who join hands until the group is standing in a big circle.  Tools like Process 

Explorer, Task Manager, and many other system administration programs use API 

functions that enumerate processes by walking the linked list using this same 

methodology. Enumerating processes in memory dumps is different because the system 

is offline and therefore API functions do not work to find the EPROCESS objects, is by 

locates a symbol named _ Ps Active Process Head, defined in ntoskrnl.exe, although the 

symbol is not exported, it is accessible from the _KPCR structure, which exists at a 

hard-coded address in memory, as described in “Finding Some Non-Exported Kernel 

Variables in Windows XP” by Edgar Barbosa, This _Ps Active Process Head symbol is 

a global variable that points to the beginning of the doubly linked list of EPROCESS 

objects [5]. 
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Figure 20: EPROCESS Linked List [7]. 

 

Figure 21: Hiding a Process [7]. 

 

2.6 Computer Vulnerabilities and Threat Agents 

The terminology in information security is often seemingly congruent with the 

terminology in national security discourses: it is about threats, agents, vulnerabilities, 

etc. However, the terms have very specific meanings so that seemingly clear analogies 

must be used with care. One (of several possible) ways to categorize threats is to 

differentiate between ‘failures’, ‘accidents’, and ‘attacks’. Failures are potentially 

damaging events caused by deficiencies in the system or in an external element on 

which the system depends. Failures may be due to software design errors, hardware 

degradation, human errors, or corrupted data. Accidents include the entire range of 

randomly occurring and potentially damaging events such as natural disasters. Usually, 

accidents are externally generated events (i.e. from outside the system), whereas 

failures are internally generated events. Attacks (both passive and active) are potentially 

damaging events orchestrated by a human adversary. They are the main focus of the 

cyber-security discourse. Human attackers are usually called ‘threat agents’. The most 

common label bestowed upon them is hacker. This catchphrase is used in two main 

ways, one positive and one pejorative. For members of the computing community it 
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describes a member of a distinct social group (or sub-culture); a 

particularly skilled programmer or technical expert who knows a programming 

interface well enough to write novel software.   

 

A particular ethic is ascribed to this subculture: a belief in sharing, openness, and free 

access to computers and information; decentralization of government; and in 

improvement of the quality of life. In popular usage and in the media, however, the 

term hacker generally describes computer intruders or criminals. In the cyber-security 

debate, hacking is considered a modus operandi that can be used not only by 

technologically skilled individuals for minor misdemeanors, but also by organized actor 

groups with truly bad intent, such as terrorists or foreign states.  Some hackers may 

have the skills to attack those parts of the information infrastructure considered ‘critical’ 

for the functioning of society. Though most hackers would be expected to lack the 

motivation to cause violence or severe economic or social harm because of their ethics, 

government officials fear that individuals, who have the capability to cause serious 

damage, but little motivation, could be corrupted by a group of malicious actors. 

Destructive programs that masquerade as benign applications but set up a back door so 

that the hacker can return later and enter the system, often system intrusion is the main 

goal of more advanced attacks, if the intruder gains full system control, or ‘root’ access, 

he has unrestricted access to the inner workings of the system. Due to the characteristics 

of digitally stored information an intruder can delay, disrupt, corrupt, exploit, destroy, 

steal, and modify information.  Depending on the value of the information or the 

importance of the application for which this information is required, such actions will 

have different impacts with varying degrees of gravity [8]. 

 

 Data manipulation 

 

Some of the cyber-attacks is about the manipulation of data in place – such as a 

machines can be controlled or feeding human with the wrong information without their 

knowledge and this can of attack can be more serious than theft or destruction in some 

sensitive facilities. It is very hard to track down or noticing the problem with the system  

if the attacker modified  the data or even a very small alteration took place would lead 
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to a serious issues because it will effect on the long term with 

less possibility of exposition since no major change has been mad like block the system 

from access or changing the password and the user name, such kind of attacks no 

doubts they are very dangerous but in the same time they are explicit hence this will 

give the expert to diagnose the breach and act on it and restore the system to the normal 

status . The Data manipulation attacks usually is directed against military and 

businesses facilities where the systems running by analysing the income data and the 

result can be catastrophic due misleading information.   

2.7 Backdoors and Espionage 

 

The backdoors are one of the most concerning issues in the cyber security, due to the 

factors that they both hard to be discovered and provide unfettered access to a system or 

entire network.  

 

A compromised system can give the ability to the cybercriminals to spy on the data or 

even it can be worse scenario which by enable the attacker to modify the data in a 

specific place of the system data. As long as the system is compromised the abuse 

ability will be in hand of the attacker. Many of network companies announced that they 

discovered a back door in the firewalls of their operating systems which is installed by 

default in their products and these products been used in different facilities which can 

be sensitive due to the activities of them, and this give access to strangers to snoop 

around since they can access the network by using the back doors. And this made many 

of the leading companies in this field to reconsider and check the operating system of 

their product and check for such back doors.  

 

2.8 Cloud Concerns 

 

With all the progress and the development that we are achieving in the technology field 

like in the field of the information storage in the cloud, but it’s also comes with the fact 

that it will mark a larger amount of target. Clouds are one of the great services in the 

information storage and many of the companies, products, services relying on this 
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technology. A lot of companies and customers taking the 

advantage of the security services provided by the cloud vendors which make it easier 

in the security contexts for the users but in the other hand this make the cloud one of the 

most seducing targets to attack due to the value of it. Due to the mentioned reasons 

above a huge responsibility lying on the cloud services providers to make their security 

systems stone sold agents the potential cyber-attacks by the continuous checking for the 

security lack. 

 

2.9 Cyber-Physical Attacks 

In recent years, we have witnessed an exponential growth in the development and 

deployment of various types of Cyber-Physical Systems (CPS). They have brought 

impacts to almost all aspects of our daily life, for instance, in electrical power grids, oil 

and natural gas distribution, transportation systems, health-care devices, household 

appliances, and many more, many of such systems are deployed in the critical 

infrastructure, life support devices, or are essential to our daily lives. Therefore, they 

are expected to be free of vulnerabilities and immune to all types of attacks, which, 

unfortunately, is practically impossible for all real-world systems.  One fundamental 

issue in CPS security is the heterogeneity of the building blocks. CPS is composed of 

various components in many ways. There are different hardware components such as 

sensors, actuators, and embedded systems. There are also different collections of 

software products, proprietary and commercial, for control and monitoring. As a result, 

every component, as well as their integration, can be a contributing factor to a CPS 

attack, understanding the current CPS security vulnerabilities, attacks and protection 

mechanisms will provide us with a better understanding of the security posture of  CPS 

[9].  

 

Consequently, we should be able point out the limitations of CPS that make them 

subject to different attacks and devise approaches to defend against them, the 

complexity of cyber physical systems and the heterogeneity of CPS components have 

introduced significant difficulties to security and privacy protection of CPS.  In 

particular, with the complex cyber-physical interactions, threats and vulnerabilities 
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becomes difficult to assess, and new security issues arise, It is 

also difficult to identify, trace and examine the attacks, which may originate from, 

move between, and target at multiple CPS components, an in-depth understanding of 

the vulnerabilities, threats and attacks is essential to the development of defence 

mechanisms [9].  

 

Figure 22: CPS security framework with three Orthogonal coordinates security [9]. 

 

2.9.1 Industrial Control Systems (ICS) security  

In many industries now, day the whole plants using the cyber physical systems. The 

term of ICS indicates to the kind of the control systems which are used in these plants 

and these control systems are used to improve the control, monitoring, and production 

in many different industries for example the nuclear plants, water and sewage systems, 

and irrigation systems. A popular controller is the Programmable Logic Controller 

(PLC), which is a microprocessor designed to operate continuously in hostile 

environments [10]. If the security of CPS used in a nuclear plant has been compromised 

due to any kind of weakness or error, the consequences can be catastrophic on the 

world-wide level and the same problematic result would be with the scenario of the 
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security violation of a smart grid which can lead to service losing 

and huge financial  

 

lost to the service provider company in the same time. since the CPS is now days is 

used widely in many ICS the security of CPS is a significant important matter to be 

under the continuous attention to be in the required level of performance and security 

agents the cyber-attacks and that can lead to the conclusion that in fact, it is even 

suggested that ICS is not yet ready to be connected to the Internet [11], and that is due 

to the security vulnerabilities in control systems and their communications. 

 

 

Figure 23 CPS aspects in ICS [9]. 

 

2.9.2 Smart Grid Systems security  

Smart grid is the next generation of the power grid and it been introduced to the world 

while ago it used for electricity generation, transmission, and distribution. The smart 

gird has many benefits and it can perform on advanced level of functionality. At the 

national level, it provides enhanced emission control, global load balancing, smart 

generation, and energy savings. Whereas at the local level, it allows home consumers 

better control over their energy use that would be beneficial economically and 

environmentally [12].  The smart grid is comprised of two major components: power 

application and supporting infrastructure [13]. The electrical grid can be called as a 
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smart one if the main functions like electricity generation, 

transmission, and distribution. All controlled by an intelligent component which is 

controlling and monitoring the main functions of the smart grid by deploying a set of 

software, hardware, and communication networks.  

 

The security in the smart girds is very concerning point since these plants are controlled 

be a software and it is connected to a network this can rise the alarm about the 

possibility of malicious cyber-attack which can violate the security of the grid. In the 

event of occurrence of any violation this can lead to the power lose on a large scale, 

losing data in data centers and many damages on different levels and not forgetting the 

very costly financial lost to service provider. 

 

Figure 24: CPS aspects in the Smart Grid [9]. 

 

2.9.3 Medical Devices Security  

As all the other field the medical devices has breaking through development especially 

after the integration between the cyber and physical capabilities to provide a better 

functionality in the field of the delivering the best health care. There are many examples 

for these devices were the cyber and physical capabilities been integrated together for 

instance the Implantable Medical Devices (IMDs), or worn by patients, called wearable 

devices. These devices usually is provided with wireless abilities to make the 
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communication process possible with the other devices like the 

programmer to update it if it required  ,monitoring , and reconfiguring purposes .The 

Wearable devices  can communicate with each other or with other devices, such as a 

remote physician or smart phone [14].  

 

The big advantage of great improvement in functionality and the capability of the 

remote monitoring, configuring and updating but it also comes with rick of the violation 

of the device’s security which can cause a lot of bad impact consequences on the patient 

health and even it can be worse if the event took a critical turn if the device been set up 

somehow else than it should be. And this would lead to the fact that every different 

circumstances surrounding medical devices, the need for defining appropriate security 

goals arises [15]. This holding the medical devices companies accountable for any 

tampering in the device settings due to some security lack or weakness because the 

result of such events can cost patient their lives. 

 

Figure 25: CPS aspects in medical devices [9]. 

 

2.10 Opportunities of Cyber Security  

The threats are many and varied, but so are the opportunities – technology constantly 

teases us with new ideas, new products, and new ways of living our lives, it also 

presents new economic opportunities, new ways of doing business, and new ways to 

make a difference [16].  

2.10.1 The Data-Driven Economy 

If there’s one prediction we can make about the next decade it is this: data will be king. 
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From machine learning AI to the Internet of Things, the 

accumulation and analysis of data from every aspect of our lives will drive entirely new 

insights and products. But the opportunities for products and services involving data are 

going, to increase exponentially – already we are creating new ways to mine data and 

produce new services (right down to robot lawyers), combined with the Internet of 

Things, there is tremendous economic opportunity for Australian technology companies 

to innovate and produce products for the world stage, but all of these will also require 

cyber security as a fundamental building block. Regardless of the level of investment or 

development in Australian technology businesses, we will need a vibrant cyber security 

sector to support innovation and guarantee the economic prosperity of technology 

initiatives [16]. 

 

2.10.2 Technology as Wealth Creation  

The benefits of technology have created tremendous wealth over the last decade – you 

only need to look at household names like Google, Apple, or Facebook for examples. 

As we move to a world populated by internet-connected devices – from your car to your 

fridge, your children’s toys and even the clothes you wear – there are still Googles and 

Apples and Facebooks to be discovered. This alone represents tremendous 

opportunities. But for any of this to be possible, the gadgets and the networks they 

communicate on must be secure, and this means cyber security will need to form the 

basis of every new technology going forward. The end result, as it happens, is that good 

cyber security is good for the bottom line.  

 

There is an inherent interest for companies to implement good cyber security strategies 

to ensure their profitability is protected, and this in turn will require cyber security 

products and skilled cyber security professionals in the workforce 16].  

 

2.10.3 Cyber Security as Job Growth  

 

Many of the indicators refers to the huge and fast growth in cyber security roles and 

these jobs are already in demand. These jobs like Security Analyst, Security Architect, 
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Security Engineer, and Chief Information Security Officer, all of 

which represent the new type of opportunities that are developing in the workforce. As 

the demand for workforce as there is the demands to develop the skills in the cyber 

security and developing new technologies. Cyber security becoming one of the leading 

industries with billions of dollars and this for sure would provide thousands of positions 

for the new working forces.   
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CHAPTER 3 

SOFTWARE IN THE LOOP AND HARDWARE IN THE LOOP 

 

3.1 Introduction  

One of the most important phases in the production process it is the testing phase where 

the products getting certified and ensure that they are meeting the requirements and 

specifications of using with keeping and maintaining the safety side in different kind of 

operating environments that the product will operate in, this phase putting the reliability 

of the product at stake because the outcome of this phase will determine whether the 

product is reliable or not, to achieve the highest level of reliability the products should 

be taken to the extreme limit of the possible operating conditions to see the how they 

will react to those conditions on both levels of the Software and the Hardware, the 

testes in the labs can give a decent imagination about the future performance, also it can 

expose the weaknesses, bugs, and defects in early stages. As previously mentioned 

purposes and reasons the companies investing a lot of money and resources in this 

sector to maintain the company name in the market among the competitors and keeping 

the cost of production low. Here is come the role of the Software in the loop and 

Hardware in the loop to perform different kind of tests on the software and on the 

hardware in variety operating atmosphere within real time form and observe the 

behaviour of the plant (system) in a specific circumstances and conditions. This 

technology provides a very wide diversity of conditions and scenarios without need 

neither leave the lab nor waiting for the physical existence of the plant (machine), and 

in this way cost, time, safety saving is guaranteed. 

 

3.2 Software In the Loop (SIL) 

To perform a specific kind of testes on new systems before launching these they need to 

be tested and how this software will fit the hardware parts that will operate on and that 

can cost a lot and put extra expenses on the production process, otherwise this phase 
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can be done by simulation. Simulation is good for many reasons 

like to speed up the process of the software development lifecycle and implicitly to 

reduce project’s overall costs. In embedded systems we can perform a test either on 

software, either on hardware. One way would be to deploy the corresponding embedded 

software and to see it at work in its environment. For example, if an automotive 

company developing some adaptive cruise control software they must wait for the ECU 

controller to come out of the production line, then to deploy it and now the developers 

can see it at work when the ECU is placed on the car. This procedure has to problems in 

general which is the cost and safety, for sure it is very costly procedure to follow since 

you must wait for  

 

the environment to be ready which in this case is the ECU controller to take place, and 

only after this you can check the software really does what it designed for.  

Safety reasons one of the most important reasons, especially for the people who is 

working with prototype products in the real time for example in cars, airplanes, heavy 

machinery it can be so dangerous to work with untested systems that can goes wrong 

due to some defects or bugs and in this case the matter of safety will be at stake. Here is 

coming the Software-in-the-loop methodology which can provide the same 

environment to perform the required test in the same level as it in reality. 

Software-in-the-loop (SIL) simulation symbolizes the unification of gathered 

production source code into mathematical model emulation, the outcome will show the 

engineers with a practical, virtual simulation environment for the development and 

testing to improve and develop the large complex control system strategies.  With 

Software-in-the-loop (SIL) methodology engineers and designers can test their source 

code directly from the lab computers by direct interface the software to a digital as 

replacement for the real expensive systems or test benches can be deployed for the 

same purpose. Software-in-the-loop (SIL) makes it possible to perform the needed 

testes on the software in prior to the initialization process of the hardware phase of the 

project and this significantly accelerating the development cycle without waiting for the 

other stages to see the code behaviour. Software-in-the-loop (SIL) enables the earliest 

detection for any kind of defect or bugs of the system level, this methodology can 

significantly reduce the cost of the later phases of troubleshooting and bugs detection, 
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since the complexity of the system increases rapidly as the 

project growing and extra component added each stage. There are many platforms 

where the developer can perform SIL form the lab. figure 26 the phases of software 

system that will be integrated with plant in the following phases. 

 

Figure 26: ‘V’ model of design phases in an embedded system [17] 

 

Figure 27 SIL allows you to run ArduPilot on your PC directly, without any special 

hardware. SIL allows to run a test by using ArduPilot on the personal computer 

directly, without the need to have the hardware that the system will run on. More over 

the ArduPilot is a portable autopilot and it can be used with different platforms. And the 

personal computer is one of these platforms that allows to run the ArduPilot on. As in 

the real scenario the data will come from sensors in the flight model simulator. 

ArduPilot has wide variety of vehicles that can be simulated and can interface to several 

external simulators. ArduPilot can be tested on a wide of vehicles types. For example, 

SIL can simulate: 
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Figure 27: ArduPilot ports and the simulator [18] 

 

Adding new simulated vehicle types or sensor types is straightforward. And as big 

advantage as in   ArduPilot on SIL is it gives the user access to the full range of 

development tools available to desktop C++ development or any other language 

according to the platform, such as interactive debuggers, static analysers and dynamic 

analysis tools. This makes developing and testing new features in ArduPilot much 

simpler and easier in the lab. The SIL (software in the loop) give the ability tester to run 

Plane, Copter or Rover without any hardware. It is a build of the autopilot code using 

an ordinary C++ compiler, giving you a native executable that allows you to test the 

behaviour of the code without hardware as it shown in the following figures 28, 29.  
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Figure 28: autopilot panel using an ordinary C++ compiler [18] 

Figure 29: simulation for running a plane in SIL [18] 
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3.2 Hardware in the loop: 

Hardware-in-the-Loop (HIL) simulation is an approach has been used recently in the 

field of the development and testing of new control systems products which will be 

working on complex machines or plants. By the deployment of the HIL simulation 

techniques the actual physical Part of a machine or system is replaced by a simulation.  

HIL process has existed for no more than 15 to 20 years. The roots of HIL are staring 

from the Aviation industry. The reason the use of a HIL process is because in all the 

industries are driven by two major effecting factors which is: time to market and 

complexity. HIL simulation provides an effective platform by adding the complexity of 

the plant under control to the test platform. This technique keeping the complexity of 

the whole plant under control during the test and development by adding a 

mathematical representation of all related dynamic systems. And these mathematical 

representations are called as the “plant simulation.” As advantage of Hardware-In-the-

Loop it is one form of real-time simulation. The difference between Hardware-In-the-

Loop and real-time simulation is the fact of adding a real component in the loop. This 

extra component it may be an “Electronic Control Unit” (ECU). 

The Hardware-In-the-Loop system is used to provide all the electrical signals that will 

be needed to test the functionality of the ECU and how it will react in the working 

environment. By following this methodology, the ECU will be ‘‘fooled’’ to function 

like it is integrated with real plant. Hardware-In-the-Loop simulation provides a 

mathematical model of the process and the real component Device/ECU in the test 

phase, e.g. an adaptive cruise controller. These hardware units are normally embedded 

systems. 

 

3.2.1 Why to use HIL simulation? 

This question is an important part of understanding real-time technology. The question 

of deploying a control systems term: what’s the reason behind not to connect the 

embedded system in the testing phase to a “real plant”, that is the dynamic system being 

controlled, to perform development and testing? In many situations, the best way to 

develop an embedded system is by integrating the embedded system to the real plant, if 
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it existed.  

However, there are many factors makes HIL simulation is more efficient. The main 

purpose with the HIL Simulation is to test the hardware device on a simulator before we 

implement it on the real process and this one of the main reasons that makes HIL 

simulation and moreover the Following factors: 

 

Increase Safety:  In systems like heavy lift cranes or Aviation industry where 

personnel safety is of the workers is on top priority, here is comes the HIL simulation 

where it is extremely useful. Testing these machines in the real life is likely comes with 

danger and requires extensive safety procedures. Using HIL simulation, tests can be 

done without exposing the safety of the people or equipment during all stages of a 

design for danger. HIL simulation will also allow to perform the tests that’s would be 

on reality leading to normally destroy or damage the real machine. Testing beyond the 

normal range of operation can show up whether the control system can safely operate 

the machine or not. This is so beneficial in the failure model and effects analysis.  With 

Hardware-In-the-Loop simulation, the right action of a control system all along with 

various failure Modes can be tested efficiently. This what gives HIL simulation the 

upper hand in technicality field of increasing the safety of machines and systems as the 

example shown in figure 30. 
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Figure 30: Large machines should have the highest safety precautions [19] 

 

Enhance Quality: One of the best advantages of HIL simulation is that it can be used 

in the very early stages of design process. The HIL simulator will grow and expand as 

the design of the real plant growing and this can be so useful for control engineers 

where they can get use of the HIL to do continuously tests of their control systems. This 

test will expose the problems and errors that would otherwise these problems won’t be 

detected until the final stages of a design where the control system and plant are 

integrated. HIL simulation can be deeply plunged in the design phase. Using many 

scripts of the testing process can be carried out. The tests can be fully automated by 

embedding it in the build system of the controller design. Every time a change is place 

to the control system software and the results are stored, the built system will compile a 

new version of the control system that’s been stored and use the HIL simulator to 

automatically test it and see how it is will perform with updates. The control engineers 

will see the results as web pages or documents in any form that it’s easy to understand 

and interact with. These tests can verify if the control system still meets the 
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specifications and requirements all along with the checking of 

the responses against failure modes. In this way, a control engineer has the ability to 

apply an immediate response to the changes made on the control system software and 

make corrections if needed. It has been verified in numerous research projects that 

detecting the problems and errors in early stages and acting correspondingly will lead to 

a significant increase in the quality of machines and systems. 

 

Figure 31: HIL-simulation [20] 

 

Save Time: errors occurrence can cost a lot of time till they will be diagnostic. Errors 

which are found during commissioning are among the main reasons for the costly 

delays in time. A lot of companies doing a regular updates and system check up to the 

remote locations to fix software errors in the control systems. In most companies, 

machines and control systems are developed in parallel, which means errors in the 

control system can only be found during commissioning. With HIL simulation, so the 

errors can be found early, and they can be fixed without changing the project schedule. 

HIL simulation is therefore an effective technique to reduce the commissioning time 
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Figure 32: Relation between the time and the costs of errors [19]. 

 

Save Money: Testing phase can be so expensive if it done on the real plant. This phase 

can cost many expensive prototypes, the operating expenses may be costly or expensive 

safety precautions may have to be taken. HIL simulation can be the replacement to 

perform tests on expensive machinery and it would be the real money saver. Another 

money saver comes from the working  hours. HIL simulation will normally take extra 

working time during the early phases of design but save a lot of work during the 

implementation phase of a design. The cost of working hours during implementation 

are most probable much costlier than working hours during the early phases, especially 

if the implementation is at remote locations; hence good design means smooth 

implementation. 

 

Human Factor: the old-style test procedures, human interaction is not included. HIL 

simulation can solve this problem by taking the human interaction on machines 

inconsideration. This gives the control engineers the chance to test if their machines can 

be operated easily and comfortably. If the HIL simulation is also can be used to rain the 
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operators, if the system extended with visualization screens. 

These HIL simulators are called training simulators. 

Training simulators have a lot of advantages over training on the job: 

• The Hardware-In-the-Loop simulators provide an advanced awareness by visualizing 

aspects that would be invisible on a real machine and this is so important especially in 

the aviation industries. Therefore, the training process would be easier and helps the 

trainees to quickly understand the operation of the machine.  

• The Hardware-In-the-Loop simulators does not break down when a trainee makes a 

mistake. This allows trainees to do a lot of training without the supervision. 

• The Hardware-In-the-Loop simulators provide high diversity of the weather 

conditions and other variables. A trainee can be taught to handle a machine with 

different circumstances and conditions. 

• The Hardware-In-the-Loop simulators support different scenarios: trainees can be 

taught how to deal with problems in event of occurrence and how to react in typical 

way. 

 

3.2.2 Technologies of HIL 

Most of recent machines and systems are driven by computers with complex control 

systems. HIL simulation is a technique that is used for the development and testing of 

these control systems in two phases HIL and SIL as shown in figure 33. 
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Figure 33: connecting the control system with a simulated plant [19] 

 

The machine or physical part of the system (which we call the plant) relates to the 

control system, through actuators and sensors and in this phase the SIL and HIL will be 

integrated to gather as shown in figure 34 to perform the full test of the new product. 

With HIL simulation the plant is replaced by a simulation of the plant (which we call 

the HIL simulator). If the Hardware-in-the-Loop simulators are designed well, it will 

accurately mimic the real plant, and can be used to test the control system. Therefore, it 

is also named HIL testing. 

Some HIL simulators are extended with 3D visualization and represent the system so 

well that they can be used for training. And these HIL simulators are called Training 

Simulators. 
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Figure 34: the integration of SIL and HIL V model [21] 

 

3.2.3 Field bus Systems and Input/output: 

The term Fieldbus indicates the protocol specified by the Fieldbus Foundation. It is a 

digital, serial, bidirectional, and distributed protocol which interconnects field devices 

such as sensors, actuators and controllers [22]. 

 

Figure 35: Hard-wired HIL simulator [19] 

 

Hence to perform integration tests that involve the interaction between a given 

distributed computer system and its environment, the framework needs to simulate the 

physical surroundings of the computer system, i.e., the controlled object(s) and the 
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operator. In a real-world system, the interaction between the 

computer system and the environment occurs via transducers, i.e., sensors and 

actuators. These transducers can either be connected directly or interfaced via a 

fieldbus. The latter approach simplifies the installation from a logical and a physical 

point of view and is extendable but might introduce higher cost and increased latency of 

sensory information and actuator control values [23]. 

 

3.2.4 Control Systems: 

Some of the control systems sectors are implemented on PLC's. A Programmable Logic 

Controller or PLC is a digital computer dedicated for the control of plant and systems. 

PLC's are very popular in the industry due to their rugged design which makes them 

suitable for operating in severe, and in some other application ECUs (Electronic 

Control Unit) are used, An ECU is comprised of a computer and its peripheral 

equipment (including a communication module), ECUs electronic control units 

incorporated primarily in vehicles, A single vehicle incorporates multiple ECUs for 

different purposes, such as engine control, brake control and safety control. These 

functions are achieved by the software embedded in the ECUs; hence these unite one of 

the most important parts of the HIL testing simulation process since it can play the role 

of the controller [23]. 

Therefore, based on these simulation values, the controller component determines the 

I/O signal that is to be provided to the ISUT (Integrated System Under Test) [23]. 

 

Figure 36: PLC controller [19] 
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Figure 37:  Basic structure of electric drives in vehicles and the three possible interfaces 

to an HIL system [24]. 

 

 PC based Simulator: 

 

The HIL simulator that Control lab provides is generally a PC computer with a 

Windows operating system. On this PC a simulation environment is installed, which is 

used to run the plant model by using graphical programming of control functions using 

simulation environments like MATLAB/Simulink [19]. The connection with the control 

system is provided by IO which relates to the field bus of the controller. The simulation 

environment provides the proper communication between the plant model and the IO. 
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Figure 38: Power Hardware-In-the-Loop Test for Power System Stability Investigations 

[25].  

 

Control lab can provide HIL simulators with various simulation environments: 

A simple block diagram-based plant models (simple models based on function blocks), 

and this is the easiest way to view HIL simulator. Component based dynamical plant 

models (1D and 3D models of complex physical plants), the model also can be used as 

training simulator. 



        

61 

 

 

 

 

CHAPTER 4 

COMPONENT OF CYBER PHYSICAL SYSTEMS 

 

4.1 Introduction 

Cyber-Physical Systems (CPS) are systems of collaborating computational entities 

which are in intensive connection with the surrounding physical world and its on-going 

processes, providing and using, at the same time, data-accessing and data-processing 

services available on the internet, the term cyber-physical systems (CPS) refers to a 

new generation of systems with integrated computational and physical capabilities that 

can interact with humans through many new modalities, “The potential of CPS to 

change every aspect of life is enormous. Concepts such as autonomous cars, robotic 

surgery, intelligent buildings, smart electric grid, smart manufacturing, and implanted 

medical devises are just some of the practical examples that have already emerged.” 

Cyber-Physical Production Systems (CPPS), relying on the newest and foreseeable 

further developments of computer science (CS), information and communication 

technologies (ITC), and manufacturing science and technology (MST) may lead to the 

4th Industrial Revolution, according to the Federal Ministry of Education and Research, 

Germany (BMBF): “Industry is on the threshold of the fourth industrial revolution. 

Driven by the Internet, the real and virtual worlds are growing closer and closer 

together to form the Internet of Things. Industrial production of the future will be 

characterized by the strong individualization of products under the conditions of highly 

flexible (large series) production, the extensive integration of customers and business 

partners in business and value-added processes, and the linking of production and high-

quality services leading to so-called hybrid products” [26].  

 

4.2 Interplay between CS, ICT and manufacturing automation 

If we take a look back at the development cycle of computer science (CS), information 

and communication technologies (ICT) and manufacturing automation, a parallel 
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development can be observed (0: 1). The development of 

computers led to the numerical control of machine tools and robots, the microprocessor 

were the heart of computer numerical control (CNC), the application of computer 

graphics resulted in computer-aided design (CAD) systems. The development of 

manufacturing systems was unimaginable without computer networks; the data of 

computer-integrated manufacturing (CIM) systems were stored in databases. The 

newest results of artificial intelligence (AI) and machine learning significantly 

contributed to the intelligent manufacturing systems (IMS). Computer vision algorithms 

were applied in robotics for recognizing the environment and the object to grasp, the 

internet revolutionized the cooperation of humans and systems (extended enterprises 

(EE), supply chain management (SCM) or production networks (PN)). Multi-agent 

systems were applied for realizing agent-based manufacturing and holonic 

manufacturing systems (HMS), wireless communication, sensor networks and internet 

of things (IOT) made the development of high resolution manufacturing systems 

possible, and tracking and tracing solutions in production, embedded systems helped in 

realizing product service systems, while the semantic web solutions supported the 

interoperability of systems by using ontologies. Grid computing led to grid 

manufacturing, and similarly, cloud computing to cloud services to manufacturing, 

summarizing, the results of CS and ICT undoubtedly contributed to the development in 

production, As we look at this parallel, mutually inspiring development a kind of 

convergence can be observed, namely between the virtual and physical worlds figure 39 

[26]. 
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Figure 39: Interplay between CS, ICT and manufacturing [26]. 

 

4.3 Cyber-Physical Production Systems Challenges: 

The usage of (CPS) technology is not one way road so as it’s making the products more 

functional, efficient and developed it’s also put more complexity to the whole process 

of the production. CPPS consist of autonomous and cooperative elements and 

sub-systems that are getting into connection with each other in situation dependent 

ways, on and across all levels of Production, from processes through machines up to 

production and logistics networks.  
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Modelling their operation and also forecasting their emergent 

behaviour raise a series of Basic and application-oriented research tasks, not to mention 

his control of any level of these systems.  

The fundamental question is to explore the relations of autonomy, cooperation, 

optimization and responsiveness. Integration of analytical and simulation-based 

approaches can be projected to become more significant than ever, one must face the 

challenges of operating sensor networks, handling big bulks of data, as well As the 

questions of information retrieval, representation, and interpretation, with special 

emphasis on security aspects Novel modes of man-machine communication are to be 

Realized in the course of establishing CPPS. CPPS partly break with the traditional 

automation pyramid (Figure 40) [26]. In order that CPPS technology to overcome these 

challenges some approaches should be followed like: 

 

  Design, analyse, and verify components at various levels of abstraction, 

including the system and software architecture levels, subject to constraints 

from other levels [27]. 

 

  Analyse and understand interactions between the vehicle control systems and 

other subsystems (engine, transmission, steering, wheel, brake, and 

suspension) [27]. 

 

  Ensure safety, stability, and performance while minimizing vehicle cost to the 

consumer. Increasingly, new functionality and the cost of vehicle control 

systems are major differ-entailing factors for business viability in automobile 

manufacturing [27]. 
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Figure 40: Decomposition of the automation hierarchy with distributed services [28]. 

 

4.4 Verification and Validation: 

Validation with mathematical rigor is called (formal) verification. Validation is 

important for any design procedure, and hardly any system would work as expected, 

had it not been validated during the design process. Validation is extremely important 

for safety-critical embedded systems [29]. Hardware and software components, 

middleware, and operating systems need to be developed that go beyond existing 

technologies. The hardware and software must be highly dependable, reconfigurable, 

and, where required, certifiable, from components to fully integrated systems. Such 

complex systems must possess a trustworthiness that is lacking in many of today’s 

cyber infrastructures [27]. Certification consumes a lot of the resources and the budget 

of developing any new safe system, for example in the aviation, medical, energy 

industries and so on in other domains of industry. 

The validation is required on many levels of the design stages, therefore the validation 

and the design should not be treated as two completely phases as shown in figure 41.  
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Figure 41: validation and design phase [29]. 

 

4.5 Embedded System Hardware: 

The embedded and cyber-physical system specifications should be considered on both 

levels of hardware and software. In most of the cases, the hardware part includes: 

4.5.1 Input Units 

Like any other system structure input units One of the most important components of 

that system, therefore the cyber-physical systems not an exception more over this 

technology is way complex than other ordinary old-style plants so the input units will 

be more developed and with more variety on the functionality level as well. 

 Sensors 

Sensors can be designed for virtually every physical quantity. There are sensors for 

weight, velocity, acceleration, electrical current, voltage, temperature, etc [29]. So the 

feeding data to the system will be through many of these integrated sensors around the 

system. As the sensors are different the functionality will be different as well as the fed 

data, these sensors can be for example Rain sensors, Image sensors, Biometric sensors, 

Artificial eyes, Radio Frequency IDentification (RFID), etc. 

4.5.2 Processing Units: 

The embedded systems are developed technology and most of the recent technologies 

they contains a processor to process all the input data and behave according to the data 

and the required action.  
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One of the advantages of the fact that these units contains an processors which running 

on a specific software, hence we can change and update  the software and the behaviour 

of the processor will change as well. This will give wide range of usability and freedom 

to adapt with new standers and systems moreover correct the system errors if it is 

existed. In some of the embedded systems the processor is in the reality Micro-

controller. Micro-controllers are not complex and they can be used easily in the systems 

like the Intel 8051. 

 

4.5.3 Memories 

Data, programs, and FPGA configurations must be stored in some kind of memory. 

This must be done in an efficient way. Efficient means run-time, code-size and energy-

efficient. Code-size efficiency requires a good compiler and can be improved with code 

compression .Memory hierarchies can be exploited in order to achieve a good run-time 

and energy efficiency, the underlying reason is that large memories require more energy 

per access and are also slower than small memories  as shown in Figure 42 [29]. 

 

Figure 42: Power and delay of RAM memory [29]. 

4.5.4 Communication 
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The embedded system requires the availability of the information 

before it is integrated with the whole system; these information can be delivered 

through different channels.  

 

The channels are independent units characterized by the essential properties of 

communication like the capacity of the transformation, the noise parameters , There are 

variety of communication units types and different usage for example wireless (radio 

frequency media, infrared), optical (fibers), and wires, there are requirements should be 

met in chosen communication units like [29]. 

 

 Real-time behaviour: the system should be reachable in the real time frame and 

this so important in many scenarios when the fast responding is required.   

 Efficiency: one of the important points about connecting and integrating 

different hardware component together will add extra cost and weight to the 

product, hence cost-effective design plan is required. 

 Appropriate bandwidth and communication delay: the bandwidth is important 

to provide an efficient communication media, but this can also add extra 

expenses to the budget, so the selection of the proper bandwidth is important. 

 Support for event-driven communication: Polling-based systems provide 

A very predictable real-time behaviour. 

 Robustness: cyber physical system can operate in very extreme and severe 

environments and this can affect the performance due to the temperature which 

can affect the voltage of the system and so on, so the system should still run 

with same reliability level even with these circumstances.  

 Fault tolerance: the cyber physical system should have some tolerance even in 

the event of the faults occurrence.  

 Maintainability, diagnosable: maintenance and restore the systems after the 

failure occurrence is so costly on the time and financial level, so it is important 

to have system that can be diagnosed and fixed in short period of time.   

 Privacy: the confidentiality of the information is very important to maintain, 

encryption is required in some circumstances. 
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4.5.5 Output:  

The output devices for the cyber physical system can be: 

 

 D/A-converters: the output of the system is in digital and it should be converted to an 

analogue signals as in figure 43. 

 

 

Figure 43: schematic diagram of D/A-converter [29]. 

 Secure hardware: 

One of the top requirements of this century is the security; especially the cyber physical 

system will take places in very sensitive activities and facilities. Since the system will 

be connected to any kind of network or communication system that would make it as 

target to a cyber attack. Especial equipment might be needed to maintain the security, 

especial hardware security modules is already existed for to serve such a case. There is 

other modules are physically protected like shielding or sensors to detect tampering 

with the modules this can provide a special protection from the direct physical attack at 

the system. There is other kind of output units also can be existed in the system like 

(Electro-mechanical devices, displays). Display technology is extremely important 

therefore it is widely used in different kind of systems and application because it can 

show a lot of information especially with all development in displaying technology like 

(LCD, LED) in very high quality. The Electro-mechanical can effect and change the 

environment around the system and it can be represented by electro-motor. 



        

70 

 

 

4. 6 System Software: 

Not all components of embedded systems need to be designed from scratch. Instead, 

there are standard components that can be reused.  These components comprise 

knowledge from earlier design efforts and constitute intellectual property (IP). IP reuse 

is one key technique in coping with the increasing complexity of designs.  The term “IP 

reuse” frequently denotes the reuse of hardware. However, reusing hardware is not 

enough. Sangiovanni-Vincentelli pointed out, that software components need to be 

reused as well. Therefore, the platform-based design methodology advocated by 

Sangiovanni-Vincentelli [Sangiovanni-Vincentelli, 2002] comprises the reuse of 

hardware and software IP.  

 

Standard software components that can be reused include system software components 

such as embedded operating systems (OS) and middleware. The last term denotes 

software that provides an intermediate layer between the OS and application software. 

We include libraries for communication as a special case of middleware. Such libraries 

extend the basic communication facilities provided by operating systems. Also, we 

consider real-time databases to be a second class of middleware. Calls to standard 

software components may already need to be included in the specification. Therefore, 

information about the application programming interface (API) of these standard 

components may already be needed for completing executable specifications of the 

SUD [29]. 

 

4.7 Examples of CPS: 

Cyber physical systems has so many different applications which can be use in different 

fields such as.  

4.7.1 Biomedical and Healthcare Systems: 

CPS research is revealing numerous opportunities and challenges in medicine and 

biomedical engineering. These include intelligent operating rooms and hospitals, 

image-guided surgery and therapy, fluid flow control for medicine and biological 

assays, and the development of physical and neural prostheses. Healthcare increasingly 
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relies on medical devices and systems that are networked and 

need to match the needs of patients with special circumstances. Thus, medical devices 

and systems will be needed that are dynamically reconfigured, distributed, and can 

interact with patients and caregivers in complex environments. For example, devices 

such as infusion pumps for sedation, ventilators and oxygen delivery systems for 

respiration support, and a variety of sensors for monitoring patient condition are used in 

many operating rooms. Often, these devices must be assembled into a new system 

configuration to match specific patient or procedural needs. The challenge is to develop 

systems and control methodologies for designing and operating these systems that are 

certifiable, safe, secure, and reliable [27]. 

 

 

Figure 44: Human in the loop cyber physical system [30]. 

 4.7.2 Cyber-Physical Machine Tools: 

The open CNC architecture can be extended to a CPMT by using Wireless Sensor 

Networks (WSN), where WSN is utilized to enable monitor and control the machining 

processes, and the integrated development platform is termed as CPMT. As a typical 

example of CPS, we designed a Cyber-Physical Machine Tools (CPMT) based on open 

CNC architectures. The framework of the real-time monitoring system for Cyber-

physical machine tools is presented in (Figure 46). Correspondingly, the model of the 

proposed RTM-CPMT based on wireless sensors can be divided into four levels: 

physical components level, sensor network level, cyber space level and cloud services 

level. In the physical components level, there are including machine tools and its 

components. In the sensor network level, the acquisition nodes are attached to the 

spindle and the ball screw to obtain vibration or temperature data. The acquisition 
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nodes clean the received data, remove the noise information, and 

then send the data to the sink node; In the cyber space level, cyber-twins can not only 

make an open CNC machine tool to a smart machine with optimal decision support 

analytics but also to be provisioned as a cloud service in support of cloud 

manufacturing. The information models and knowledge base are two key elements in a 

machine tool. The information model represents the relationships among the physical 

elements and the real-time status of the critical elements. CPMT can make use of the 

information models and knowledge base to represent machine performance and 

degradation behaviour in the physical world [31]. MT Connect as an international data 

standard is used for data integration, which strives to strengthen the data acquisition 

capabilities of devices and towards developing a plug-and-play component to reduce 

the cost of integration [32]. The data is encapsulated into MT Connect format and sent 

to database by the data fusion.  In the cloud application level, RTM-CPMT is designed 

to fulfill such a task that is using learning and data mining algorithms in the cloud 

services level, such a knowledge base can be automatically populated.  

 

 

The knowledge base increases its loyalty and reliability with the continuous collection 

of new data. Finally, a client application is developed in the cloud application level, 

which can visualize data and structure from the device with the information of the cyber 

space level.  

Nowadays, manufacturing systems usually integrate manufacturing devices from 

different provider companies who use their dedicated communication protocol. Hence 

there is a challenge in standardization of the meaning, wording, units and values of the 

data from a manufacturing system that usually vary from machine to machine. This 

makes the integration, data exchange and management in the CPMT a challenging 

issue, prompting an urgent need for a unified data exchange standard for the field-level 

manufacturing devices. MT Connect, as an open, lightweight, and extensible data 

protocol designed for the exchange of data between shop floor equipment and software 

applications, is a viable option for this task. MT Connect is built upon the most 

prevalent standards in the software and manufacturing industry including eXtensible 

Markup Language (XML) and Hypertext Transport Protocol (HTTP), which maximizes 
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the number of tools available for their implementation. 

Therefore, MT Connect can share data seamlessly in a common format which allows 

for integrated disparate entities in a manufacturing system along with their associated 

devices. MT Connect standard defines a hierarchical information model for machine 

tools based on a machine-readable XML. 

This information model allows the key components as well as their data items of the 

machine tool to be logically, clearly and comprehensively represented. Hierarchical 

structure such that the data relating to the same components can be bound and grouped 

together to the component. For example, the speed data and vibration acceleration data 

of a spindle collected from different sensors can be grouped together. All relevant data 

items for such spindle can be retrieved by a single command without having to query 

each data item separately. Figure (45) depicts the scenario where the spindle motor of a 

machine tool can be built an information model with the MTConnect.  

In addition, it is easily and effectively implemented into existing models for their 

related data items and additional sensors via the extensibility of MTConnect  

standard [33]. 

 

Figure 45: A paradigm hierarchy for RTM-CPMT with MTConnect [33]. 
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Figure 46: An architecture of RTM-CPMT based on IoT-enabled real-time [33]. 

 

4.8 Influence of CPSs on the Service Ecosystem 

Due to the recent development in many fields especially on the technology level this 

opened the doors of new opportunities and potentials. Cyber-physical systems One of 

recent leading technologies which offering a very promising potentials for 

manufacturers to deploy the new available systems to follow up with market 

requirement which is changing rapidly and to have advantage among the opponents. 

Due to increased interdisciplinary and complexity, more players are involved in product 

and service offerings, and the market and the ecosystem are getting more complex [34]. 

The following three distinct stakeholder groups could be identified: product 

manufacturers, product operators and service organizations. Digitalization of industrial 

products has impacts on all three stakeholder groups and, therefore, impacts the 

complete ecosystem [35]. 
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4.8.1 Influence of CPS On Industrial Product 

Product manufacturers are traditionally responsible for the first phase in the product 

lifecycle - Beginning of Life (BOL), conceptualization, definition and realization of 

equipment [36]. The old style sales deals and service business, the products are sold to 

the customers by the industrial product manufacturer. The new owner of the sold 

product he will become the operator and the fully responsible of provided product or 

service. As industrial products are becoming equipped with sensors and connectivity, 

Manufacturers may still collect data from the equipment that is already sold in the field 

to firstly provide MRO service and, secondly, use the data to engineer better equipment 

in the future [35]. Most of the usual products are using the CPSs technology like 

phones, so IT and collected data are part of the product or service. The term product 

cloud describes the place where operational data of all connected products is stored and 

analyzed [37]. Depending on the industry, different scenarios exist regarding which 

stakeholder group is running such a product cloud and then has access to collected data. 

Depending on the ecosystem circumstances, equipment manufacturers must 

furthermore decide on an adequate IT architecture enabling their smart products and 

CPSs [35]. Basically, two approaches are possible: a closed system and an open system 

approach [37]. This could be confirmed by case study results, by following a closed 

system approach the whole system including sensors, connectivity, analytical 

capabilities as well as interfaces for accessing the data are proprietary, The best 

preconditions are set in case of a dominating market position of the manufacturing 

organization, With the right preconditions and effective implementation strategy 

(closed approach requires higher initial investment), closed CPSs systems may result in 

a competitive advantage for the manufacturing organization [35]. This approach enables 

the manufacturers to improve and control the design of the parts of the product the 

physical and the none physical like the systems which is relative to one another.  

 

Here, the organization keeps control over technology and data as well as future system 

developments, Producers of system components are restricted from accessing a closed 

system or are required to license the right to integrate their products into it [35]. For 
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example some services can be done by external subcontractor 

companies to perform for instance, analytical capabilities which an external IT service 

provider since they are specialized on analysing industrial data. In contrast to this, an 

open system enables end customers to assemble and customize restricted parts of the 

solution, Equipment manufacturers, third party service organizations or even 

competitors are invited to interface with the system and contribute to change the system 

depending on their needs, Parts of the CPSs may originate from different organizations, 

e.g.: the product can be manufactured by the manufacturer, equipped with a sensor 

network and connectivity from a special third party entity, Standardized APIs and well-

documented interfaces enable key clients, lead users or software vendors to develop 

system interfaces and applications to optimize the operation and servicing of the 

equipment more efficiently and generate functional costs for involved stakeholders. For 

industrial product manufacturers, it becomes highly relevant to team up with players 

having sound expertise in equipping products with sensor technology and connectivity, 

Furthermore, strategic partnerships with software companies become a key asset to 

effectively exploit cyber-physical systems [35]. 

 

4.8.2 Influence of CPSs on the Product Operators 

All the manufacturers putting in their consideration the mechanism of the production 

operation process. The assuring of the smooth production operation is a critical point 

for the consistency and the productivity. The production process showed some 

potentials to decrease the time rate on one side and on the other side increase the 

efficiency in the process itself, moreover, the minimization of the used equipment is 

possible by embracing new technologies like the digitalization, and CPSs. With an open 

system approach, operators may be able to technically integrate the equipment or 

machinery in their existing systems landscape to benefit from the sensor data 

themselves [35]. 

As an example, in many facilities, there is continuous running equipment without the 

need for them. For instance elevators and escalators in the airports can be controlled by 

what called a centralized facility management system. The operators will be able to 

control the appliance according to the need for it, and this applies to many situations in 

the industry sector which using robots. 
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4.8.3 Influence of CPSs on the service organizations 

For many of services providers the industrial Cyber Physical systems are so helpful 

technology to increase the internal service efficiencies to provide the best possible 

service. In normal ordinary style products, service organizations that are not identified 

by the product user in the event of any error or problem occurrence due to the 

disconnection between the operator and the service organization, no information was 

exchanged on the actual failure - and this would lead to face the actual breakdown 

event. Providing the products with proper sensors can be so helpful to get a notification 

about the product status to stay aware of the performance before its breakdown. 

Cyber Physical systems, the services providers have new capabilities to provide 

advanced services with consistency. Those service providers organizations of 

manufacturers now can have another advantage to compete in the market since they 

have the expertise of the products relevant to the service and moreover they have 

accessibility to running product data in the field. The accessibility for the operational 

data of the product is getting more and more important for what it can play in the 

process of realizing how efficient the provided service business. In general, CPSs 

technologies is strengthening the market position of manufacturers and the service 

providers among the other competitors in the same business. 
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