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Applied Cryptography Projects 

1. Introduction 

 

The main purpose of this textbook is to provide background for applied cryptography miniprojects courses. 

These courses give a real opportunity to students to do more than just learning the (fascinating) theory of 

cryptography. Following such a course they can put into practice some of the ideas and principles of 

cryptography. Typically, students are supposed to work in groups of three on a miniproject which they find out 

or choose from a list. This textbook contains a selection of some miniproject plans; they are very different from 

each other and span a wide range, from the realisation of a cryptosystem in realistic environment to performing 

applied research on some theoretical topic. 

Working in small groups students can imitate real-life collaboration. The tutor of the course supervises their 

progress along the semester. At certain points they are obliged to submit preliminary progress reports and 

(depending on the task) demos; and each group must deliver an oral presentation at the end of the semester, 

demonstrating and presenting their (fulfilled) task and the results. Of course they can ask for the tutor's help and 

advice any time in the semester. 

Collaborating in small groups also provides them with a special experience, and the skills one can improve will 

be essential later, when working at any (IT or other) company. 

For each miniproject we provide a Motivation section, explaining why the topic is interesting. In the longer 

Background section a more detailed (but still short) description is given about the tasks and their background, 

however this part is not intended to cover all the information available on the field. Every section is finishing 

with the summarizing of the possible desired outcomes. Finally, each topic concludes with a short list of 

references, which helps the students to make the first steps in their project. 

2. 1 Project 1: Estimating the complexity of secret 
sharing schemes 

 

 

2.1. 1.1 Motivation 
 

Secret sharing is a method to hide a piece of information - the secret - by splitting it up into pieces, and 

distributing these shares among participants so that it can only be recovered from certain subsets of the shares. 

In a particular setting the efficiency of the scheme is measured by the amount of information (the number of 

bits) the most heavily loaded participant must remember. This amount is called complexity. One of the most 

challenging problem is the determination or at least the estimation of the complexity of a given system. The 

main goal of this project to analyze the known estimation methods and to develop/implement new methods for 

some special classes of structures. 

Secret sharing schemes are ideal for storing information that is highly sensitive and highly important. Examples 

include: encryption keys, missile launch codes, and numbered bank accounts. Each of these pieces of 

information must be kept highly confidential, as their exposure could be disastrous, however, it is also critical 

that they not be lost. Traditional methods for encryption are ill-suited for simultaneously achieving high levels 

of confidentiality and reliability. This is because when storing the encryption key, one must choose between 

keeping a single copy of the key in one location for maximum secrecy, or keeping multiple copies of the key in 

different locations for greater reliability. Increasing reliability of the key by storing multiple copies lowers 

confidentiality by creating additional attack vectors; there are more opportunities for a copy to fall into the 

wrong hands. Secret sharing schemes address this problem, and allow arbitrarily high levels of confidentiality 

and reliability to be achieved. In a broader context, secret sharing is a very important building block of the 

fundamental secure multi-party computation protocols. 
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2.2. 1.2 Background 
 

A secret sharing scheme is a method of distributing secret data among a set of participants so that only specified 

qualified subsets of participants are able to recover the secret. In addition, if the unqualified subsets collectively 

yield no extra information, i.e. the joint shares are statistically independent of the secret, then the scheme is 

called perfect. More precisely, let  denote the set of participants. A family of subsets   is called 

access structure if it is upward closed, i.e. if  and  then  The elements of  are called 

qualified subsets. Informally, the goal in secret sharing is for a given secret value to distribute some values, the 

so-called shares to every participant, such that only the coalitions of participants of some qualified subset will be 

able to recover the secret. Formally: 

1.1. DefinitionA perfect secret sharing  realizing the access structure  is a collection of random variables 

 for every  and  with a joint distribution such that  

• if , then  determines  

• if , then  is independent of  

Secret sharing was first introduced independently by Blakley and Shamir in 1979. In both papers perfect -

threshold schemes were presented (this means that every subset of cardinality at least  is qualified), when 

. Let us recall the main ideas of the constructions: 

1.2. Example(Blakley) Let  be an -dimensional vector space over a finite field and choose a point  

uniformly at random and the secret is the first coordinate of . The shares are the hyperplanes of  containing 

 defined by its normalvectors. The normalvectors chosen for the participants must satisfy certain properties to 

make this a perfect secret sharing scheme. 

 

1.3. Example(Shamir) Let the participants indexed by the non-zero elements of a finite field  and let  be 

polynomial of degree at most  over  chosen uniformly at random. The share of participant  is  

and the secret is the the constant term of , i.e.  

Following these pioneering works a rich theory of secret sharing schemes were developed. The most frequently 

investigated property is the efficiency of the system: how many bits of information the participants must 

remember for each bit of the secret in the worst case. This amount is the (worst case) complexity of the system. 

The size of the discrete random variable  is measured by its Shannon entropy, or information content, and is 

denoted by . Thus the complexity of a system  is 
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where the infimum is taken over all perfect schemes realizing  

For each subset  of the participants one can define the real-valued function  as 

 

where H is the Shannon entropy. Clearly, the complexity is the maximal value in , while the 

average complexity is the average of these values. Using standard properties of the entropy function, the 

following inequalities hold for all subsets ,  of the participants: 

 

These five inequalities are called Shannon inequalities in the literature. 

The only known method for giving lower bounds for the complexity is the so-called entropy method, that can be 

rephrased as follows. Prove that for any real-valued function  satisfying properties 1.-5. form Figure 4, for 

some participant , . Then, as functions coming from secret sharing schemes also satisfies these 

properties, conclude, that the (worst case) complexity is also at least . This means that the solution of the LP 

problem arising from all the Shannon inequalities yields a lower bound for the complexity of a system. 

Unfortunately the size of the LP problem arising from these entropy-inequalities can be too large to solve it even 

in the case of few participants. 
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The value, which they denote by  for the access structure  is the best lower bound for the complexity 

which the Shannon inequalities may give. To determine that value, all such inequalities are considered where 

random variables are running over all subsets of the participants and may or may not contain the secret. The 

number of such inequalities is of the order  where  is the number of participants. All these inequalities 

contain only two or four variables with coefficients , thus the LP problem is in fact quite sparse. Also, it was 

proved, that only a substantial subset of these inequalities are necessary to generate the same polyhedron, and 

yielding the extremal value. 

Computing the value of  even for small structures is still a challenging one. In most cases, the problem is 

extremely ill-conditioned. Namely the polyhedron is flat, and the solution is not a single point rather a high-

dimensional polyhedron. Also, the initial polyhedron is over-determined, there are several inequalities which are 

consequences of the others. When trying to solve the LP problems, there are huge flats where the algorithm 

could walk for very long time finding no improvement at all, and the coefficients get huge in no time which 

causes the computation abort. 

The first problem is the combinatorial description of the polyhedron i.e., the determining the dimension and the 

number of vertices of the minimal facet. The other direction can be the reduction of the number of inequalities 

by identifying some adequate structural properties of the access structure. The next step is to adopt the existing 

LP-solvers for this special type of problems. 

 

Recently some further inequalities - the so-called non-Shannon inequalities - are discovered, which are 

information inequalities that are not implied by Shannon inequalities. Another possibility is the use of Ingleton 

inequalities: 

 

where  and  are subsets of the participants. 

A further problem can be, to check in particular cases whether the non-Shannon type inequalities are satisfied 

(all, or some) of the cases, and the same question is for all Ingleton-type inequalities. 

On the other hand, every construction yields an upper bound for the complexity. It is proved in a constructive 

way that there exists a secret sharing scheme for every monotone access structure. Unfortunately the constructed 

schemes are very inefficient: their complexity is exponentially large. The purpose is to find better constructions. 

An interesting example is the so-called decomposition method: one can cover the access structure with smaller 

substructures, such that the complexity of these substructures is known. If all the minimal qualified subsets have 

size two, we get a so-called graph-based system: the participants are the vertices of a graph and a subset of 

participants is qualified if they are connected by some edge. In this particular case, if one can construct a 

covering of the graph by subgraphs with known (and hopefully small) complexity. The best choice for the 

covering is the covering with complete multipartite graphs (these are the only graphs with the ideal complexity 

1), especially covering with edges, stars or complete bipartite graphs. There are several graph-classes with given 

with known complexity, such as trees, hypercubes, cycle-like recursive constructions or graphs with large girth 

and no high-degree neighbours. 
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There are further linear algebraic or combinatorial constructions, the other goal of this project is to explore and 

compare the efficiency of these methods and implement them. 

One example for the decomposition technique is the covering of graphs with stars (i.e. complete bipartite graphs 

with one vertex set of size 1). Such a covering has to satisfy some properties and the covering assumptions can 

be rephrased as an LP problem. The size of the arising LP problem is linear in the number of edges of the graph, 

hence it can be solved even for large graphs, furthermore the star-covering can be read out from the optimal 

solution of the LP easily. Unfortunately, covering with stars is not the best covering in many cases, e.g. for 

complete graphs on more than two vertices this method gives only that the complexity is at least 2. Another 

problem is to give similar simple rephrasing of sophisticated coverings for graphs, or more general access 

structures. 

Possibilities for the desired outcomes are the following: 

1. The combinatorial description of the LP polyhedron defined by the entropy inequalities. 

2. The reduction of the number of inequalities by identifying some adequate structural properties of the access 

structure. Adoption of the existing LP-solvers for this special type of problems. 

3. Checking in particular cases whether the non-Shannon type inequalities are satisfied (all, or some) of the 

cases, and the same question is for all Ingleton-type inequalities. 

4. Explore and compare the efficiency of different linear algebraic or combinatorial methods and implement 

them. 

2.3. 1.3 Literature 
 

1. Blundo, C., De Santis, A. , Stinson, D. R., Vaccaro, U. 1995. Graph decomposition and secret sharing 

schemes. Journal of Cryptology. 8 pp. 39-64. http://link.springer.com/article/10.1007\%2FBF00204801 

2. Csirmaz, L., Ligeti, P. 2011. LP problems in secret sharing. 7th Hungarian-Japanese Symposium on Discrete 

Mathematics and Its Applications. http://www.cs.elte.hu/~turul/pubs/hj2011_CsirmazLigeti.pdf 

3. van Dijk, M. 1997. A Linear Construction of Secret Sharing Schemes, Designs, Codes and Cryptography. 12. 

pp. 161-201. http://link.springer.com/article/10.1023\%2FA\%3A1008259214236 

4. Ito, M., Saito, A., Nishizeki, T. 1987. Secret sharing schemes realizing general access structure. Proc. of the 

IEEE Global Telecomm. Conf. pp. 99-102. http://archiv.infsec.ethz.ch/education/fs08/secsem/itsani87.pdf 

5. Guillé, L., Chan, T. H., Grant, A. 2011. The Minimal Set of Ingleton Inequalities. IEEE Tr. on Inf. Theory. 

57 (4). pp. 1849-1864. http://arxiv.org/pdf/0802.2574.pdf 

6. Stinson, D. R. 1994. Decomposition construction for secret sharing schemes. IEEE Tr. on Inf. Theory. 40. 

pp. 118-125. http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.46.147 

 

http://link.springer.com/article/10.1007%5c%2FBF00204801
http://www.cs.elte.hu/~turul/pubs/hj2011_CsirmazLigeti.pdf
http://link.springer.com/article/10.1023%5c%2FA%5c%3A1008259214236
http://archiv.infsec.ethz.ch/education/fs08/secsem/itsani87.pdf
http://arxiv.org/pdf/0802.2574.pdf
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.46.147


 Applied Cryptography Projects  

 6  
Created by XMLmind XSL-FO Converter. 

3. 2 Project 2: Hard-core predicate of one-way 
functions 

 

 

3.1. 2.1 Motivation 
 

The hard-core predicate of a one-way function  is a predicate (Boolean function)  which is easy to 

compute from  but hard to compute from . More precisely, it is required that for any polynomial 

algorithm the probability of the success of guessing  from  is at most negligibly larger than one half 

(when  is chosen at random). 

2.1. ExampleIf , then  is trivially a hard-core predicate. 

2.2. ExampleIf , then either of  or  is a hard-core predicate. 

Note that in both of the above examples the hard-core predicate was a bit of the input. Also, the length of the 

output was shorter than that of the input, so obviously some information was lost which we could exploit to 

create the predicate. In general, the situation is more interesting if this is not the case, e.g. if  is a one-way 

permutation. Since we cannot prove of any  that it is indeed a one-way permutation (as the existence of one-

way permutations is not known), in this context when we say that  is a hard-core predicate of , we usually 

mean that  is as hard to compute as  itself. For example, it is known that every bit of the RSA is a hard-core 

predicate, see Figure 10. But what about general functions? 

 

Does every one-way permutation have a hard-core predicate? 

Note that  might not have an input bit that is a hard-core predicate, e.g. take first a one-way permutation on  

bits, , and then define  on  bits as  and . In this 

case the first bit is obviously not a hard-core predicate, as we can certainly guess it, while we can know the other 

bits for half of the inputs and we can guess them for the other half of the inputs, so we can guess any bit with at 

least  chance. However, e.g.  might be a hard-core predicate (and in fact, it will be if the first bit of 

the input is a hard-core predicate of  ). 

This example also shows one reason why hard-core predicates are important. The definition of one-way 

functions only require that from  we cannot compute the whole of , but we might be able to compute 

some parts of it. This, in general we would like to avoid, as even parts of the input might contain secret 

information. Another reason why hard-core predicates are useful is that we can use them to create 

pseudorandom number generators from a one-way function  with a hard-core predicate  by taking . (If 

we have a pseudorandom number generator extending a sequence with one bit, we can easily construct another 

from it giving any (polynomially many) number of bits with the same security.) 

The strongest general result by Goldreich and Levin shows that any one-way permutation can be easily modified 

to have a hard-core predicate. The construction is the simple , where  is the original one-

way permutation. In this case, it can be proved that  (the inner product of  and , ) 

is a hard-core predicate. Notice that for this one way-permutation we can trivially compute half of the input pits 

from the image, but that part can be considered to be an unimportant, random string that conveys no 
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information. So the result of Goldreich and Levin says that a random linear function of any one-way 

permutation is hard to compute. For more specific function, like RSA, Discrete logarithm, there have been a lot 

of research to determine which bits of the input are hard-core predicates. 

Prove for certain predicates of specific one-way functions that whether they are hard-core or not. 

Moreover, they have even proved results about simultaneous security of blocks of bits, meaning that we cannot 

tell anything about a given number of bits of the input. For example, it would be possible that we cannot tell  

or , but  is easy to compute (e.g. if ). If a block of  bits is simultaneously 

secure, then for any polynomial algorithm the probability of the success of guessing them from  is at most 

negligibly larger than  (when  is chosen at random). Such results were proved about e.g. about the bits of 

RSA. 

Show for certain blocks of specific one-way functions that whether they are simultaneously secure or not. 

3.2. 2.2 Background 
 

Here we give a short and informal sketch of the proof of the theorem of Goldreich and Levin. We will also need 

the following theorem from probability theory that can be easily proved using Chebyshev's inequality. 

 

2.3. TheoremIf  are pairwise independent random variables with expectation  and variance , 

then 

 

Now we prove that if there is an algorithm  that can guess  with probability at least  

from , where  is a polynomial and  denotes the length of  and , then there is another 

algorithm  that can invert  with probability at least , where  is a polynomial. First of all, 

notice that using an averaging argument we know that for at least  of all  possible values of  

algorithm  can guess  with probability at least . From now on we suppose that 

 is derived from such an  and we give  using  as a black box. 

 starts with guessing  random strings of length  that we denote by . Further denote  

by . The value of  will be , so there will be polynomially many . Now the trick is, that we can 

suppose that  guesses correctly  for all values of . This is true because it is enough if  guesses 
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correctly  for all values of , from here it can compute all the other values, and for this the 

probability if  which is at least polynomial. 

Using these values,  will try to compute , the th bit of , so fix . Define 

 where  is the th unit vector. Whenever  guesses correctly,  

will equal . Depending on the random choice of the  initial  values, these  random variables  are 

identical and pairwise independent, with an expected value that is at least  and variance at most 

one. Therefore using the theorem the probability that at least half of the  does not equal  is at most 

. So if we guess the majority of the  for each  for the value of , then using the union bound 

the probability that we guess any of them incorrectly is at most , which is less then  if 

 for some constant  depending only on . 

This finishes the proof of the theorem. 

Possibilities for the desired outcomes are the following: 

1. Does every one-way permutation have a hard-core predicate? 

2. Prove for certain predicates of specific one-way functions that whether they are hard-core or not. 

3. Show for certain blocks of specific one-way functions that whether they are simultaneously secure or not. 

3.3. 2.3 Literature 
 

1. Goldreich, O., Levin, L. A. 1989. A Hard-Core Predicate for all One-Way Functions. STOC 1989 pp. 25-32. 

http://dl.acm.org/citation.cfm?id=73010 

2. Hastad, J., Impagliazzo, R., Levin, L. A., Luby, M. 1999. A Pseudorandom Generator from any One-way 

Function. SIAM J. Comput. 28 (4). pp. 1364-1396. 

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.35.3930 

3. Hastad, J., Naslund, M. 2004. The Security of all RSA and Discrete Log Bits. Journal of the ACM (JACM). 

51 2. pp. 187-230. http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.185.487 

 

4. 3 Project 3: BitCoin 

 

 

4.1. 3.1 Motivation 
 

BitCoin is a "digital commodity" based on cryptographic proof of work schemes with the entire transaction 

history duplicated at every node. Many interesting questions can be answered by looking at transaction history: 

1. By comparing historic difficulty to computing (hashing) power available to individual users at the time 

(taking into account both the development of hardware and "mining" software), make estimates of BitCoin 

wealth distribution. Make a quantitative assessment of early adopter advantage. 

2. BitCoins are - by design - traceable. However, many real-world uses of BitCoin would benefit from 

untraceable transactions. Right now, there are various "BitCoin laundering" services that exchange "tainted" 

BitCoins for freshly "mined" (and therefore "clean") BitCoins. The use of these services requires quite a bit 

http://dl.acm.org/citation.cfm?id=73010
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.35.3930
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.185.487
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of trust in the provider. Design (and maybe implement!) a cryptographically secure mechanism for 

untraceable BitCoin transactions and discuss its security properties. 

4.2. 3.2 Background 
 

The basis of BitCoin system is the so-called block chain containing all past transactions. BitCoins can appear on 

accounts (identified by ECDSA public keys) in two ways: either by having been transfered from other accounts 

or by having been "mined". The proof of transfer is a message signed by the holder of the debited account. The 

proof of mining is a pre-image of the hash of the block that is correct to the extent defined by the difficulty of 

the cryptographic challenge. 

 

BitCoin transactions (both transfers and "mining") can contain programs in a special programming language 

with which sophisticated conditions can be placed on transactions. This way, various extensions to the protocol 

can be implemented. For example, transactions can depend on the presence and correctness of additional digital 

documents. This allows linking BitCoin protocol with some untraceable transaction scheme. 

Below there is an introduction to the block chain from BitCoin wiki: 

A block chain is a transaction database shared by all nodes participating in a system based on the Bitcoin 

protocol. A full copy of a currency's block chain contains every transaction ever executed in the currency. With 

this information, one can find out how much value belonged to each address at any point in history. 

Every block contains a hash of the previous block. This has the effect of creating a chain of blocks from the 

genesis block to the current block. Each block is guaranteed to come after the previous block chronologically 

because the previous block's hash would otherwise not be known. Each block is also computationally 

impractical to modify once it has been in the chain for a while because every block after it would also have to be 

regenerated. These properties are what make double-spending of bitcoins very difficult. The block chain is the 

main innovation of Bitcoin. 

Honest generators only build onto a block (by referencing it in blocks they create) if it is the latest block in the 

longest valid chain. "Length" is calculated as the total combined difficulty of that chain, not number of blocks, 

though this distinction is only important in the context of a few potential attacks. A chain is valid if all of the 

blocks and transactions within it are valid, and only if it starts with the genesis block. 

For any block on the chain, there is only one path to the genesis block. Coming from the genesis block, 

however, there can be forks. One-block forks are created from time to time when two blocks are created just a 

few seconds apart. When that happens, generating nodes build onto whichever one of the blocks they received 

first. Whichever block ends up being included in the next block becomes part of the main chain because that 

chain is longer. More serious forks have occurred after fixing bugs that required backward-incompatible 

changes. 

Blocks in shorter chains (or invalid chains) are called "orphan blocks", and while they are stored, they are not 

used for anything. When a block becomes an orphan block, all of its valid transactions are re-added to the pool 

of queued transactions and will be included in another block. The 50 BTC reward for the orphan block will be 

lost, which is why a network-enforced 100-block maturation time for generations exists. 
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4.2.1. 3.2.1 Untraceable transactions 
 

Untraceable transactions usually depend on some form of digital signature blinding. The first such scheme was 

proposed by David Chaum decades ago. Since then, many alternatives have been proposed, based on different 

assumptions about the communication environment and security requirements. 

This is how BitCoin wiki describes the problem with traceability and its implications for anonymity: 

The main problem is that every transaction is publicly logged. Anyone can see the flow of Bitcoins from address 

to address (see first image). Alone, this information can't identify anyone because the addresses are just random 

numbers. However, if any of the addresses in a transaction's past or future can be tied to an actual identity, it 

might be possible to work from that point and figure out who owns all of the other addresses. This identity 

information might come from network analysis, surveillance, or just Googling the address. The officially-

encouraged practice of using a new address for every transaction is designed to make this attack more difficult. 

The flow of Bitcoins from address to address is public. 

The second image shows a simple example. Someone runs both a money exchanger and a site meant to trap 

people. When Mr. Doe buys from the exchanger and uses those same coins to buy something from the trap site, 

the attacker can prove that these two transactions were made by the same person. The block chain would show: 

Finding an "identity anchor" allows you to ruin the anonymity of the system. 

• Import coins from address A. Send 100 to B. Authorized by (signature). 

• Import coins from address B. Send 100 to C. Authorized by (signature). 

You can't change your "sending address"; Mr. Doe must send coins from the same address that he received them 

on: address B. The attacker knows for a fact that address B is Mr. Doe because the attacker received 5 dollars 

from Mr. Doe's Paypal account and then sent 100 BTC to that very same address. 

Another example: someone is scammed and posts the address they were using on the Bitcoin forum. It is 

possible to see which address they sent coins to. When coins are sent from this (the scammer's) address, the 

addresses that receive them can also be easily found and posted on the forum. In this way, all of these coins are 

marked as "dirty", potentially over an infinite number of future transactions. When some smart and honest 

person notices that his address is now listed, he can reveal who he received those coins from. The Bitcoin 

community can now break some legs, asking, "Who did you receive these coins from? What did you create this 

address for?" Eventually the original scammer will be found. Clearly, this becomes more difficult the more 

addresses are that exist between the "target" and the "identity point". 

 

You might be thinking that this attack is not feasible. But consider this case: 
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• You live in China and want to buy a "real" newspaper for Bitcoins. 

• You join the Bitcoin forum and use your address as a signature. Since you are very helpful, you manage to get 

30 BTC after a few months. 

• Unfortunately, you choose poorly in who you buy the newspaper from: you've chosen a government agent! 

Maybe you are under the mistaken impression that Bitcoin is perfectly anonymous. 

• The government agent looks at the block chain and Googles (or Baidus) every address in it. He finds your 

address in your signature on the Bitcoin forum. You've left enough personal information in your posts to be 

identified, so you are now scheduled to be "reeducated". 

You need to protect yourself from both forward attacks (getting something that identifies you using coins that 

you got with methods that must remain secret, like the scammer example) and reverse attacks (getting 

something that must remain secret using coins that identify you, like the newspaper example). 

 

4.2.2. 3.2.2 Untraceability through blind signatures 
 

From Wikipedia, the free encyclopedia: 

In cryptography a blind signature as introduced by David Chaum is a form of digital signature in which the 

content of a message is disguised (blinded) before it is signed. The resulting blind signature can be publicly 

verified against the original, unblinded message in the manner of a regular digital signature. Blind signatures are 

typically employed in privacy-related protocols where the signer and message author are different parties. 

Examples include cryptographic election systems and digital cash schemes. 

An often used analogy to the cryptographic blind signature is the physical act of enclosing a ballot in a special 

carbon paper lined envelope. The ballot can be marked through the envelope by the carbon paper. It is then 

sealed by the voter and handed to an official which signs the envelope. Once signed, the package can be given 

back to the voter, who transfers the now signed ballot to a new unmarked normal envelope. Thus, the signer 

does not view the message content, but a third party can later verify the signature and know that the signature is 

valid within the limitations of the underlying signature scheme. 

Blind signatures can also be used to provide unlinkability, which prevents the signer from linking the blinded 

message it signs to a later un-blinded version that it may be called upon to verify. In this case, the signer's 

response is first "un-blinded" prior to verification in such a way that the signature remains valid for the un-

blinded message. This can be useful in schemes where anonymity is required. 

Blind signature schemes can be implemented using a number of common public key signing schemes, for 

instance RSA and DSA. To perform such a signature, the message is first "blinded", typically by combining it in 

some way with a random "blinding factor". The blinded message is passed to a signer, who then signs it using a 

standard signing algorithm. The resulting message, along with the blinding factor, can be later verified against 

the signer's public key. In some blind signature schemes, such as RSA, it is even possible to remove the blinding 

factor from the signature before it is verified. In these schemes, the final output (message/signature) of the blind 

signature scheme is identical to that of the normal signing protocol. 

4.2.3. 3.2.3 Blind RSA signatures 
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One of the simplest blind signature schemes is based on RSA signing. A traditional RSA signature is computed 

by raising the message  to the secret exponent  modulo the public modulus . The blind version uses a 

random value , such that  is relatively prime to  (i.e. gcd( , ) = 1).  is raised to the public exponent 

 modulo , and the resulting value  is used as a blinding factor. The author of the message 

computes the product of the message and blinding factor, i.e. 

 

and sends the resulting value  to the signing authority. Because  is a random value and the mapping 

 is a permutation it follows that  is random too. This implies that  does not leak 

any information about . The signing authority then calculates the blinded signature  as: 

 

 is sent back to the author of the message, who can then remove the blinding factor to reveal , the valid RSA 

signature of : 

 

This works because RSA keys satisfy the equation  and thus 

 

hence  is indeed the signature of . 

 

Possibilities for the desired outcomes are the following: 

1. By comparing historic difficulty to computing (hashing) power available to individual users at the time 

(taking into account both the development of hardware and "mining" software), make estimates of BitCoin 

wealth distribution. Make a quantitative assessment of early adopter advantage. 

2. Design (and maybe implement!) a cryptographically secure mechanism for untraceable BitCoin transactions 

and discuss its security properties. 

4.3. 3.3 Literature 
 

1. Nakamoto, S. 2009. Bitcoin: A Peer-to-Peer Electronic Cash System, http://bitcoin.org/bitcoin.pdf 

2. Official BitCoin Wiki https://en.bitcoin.it/wiki/ 

3. Chaum, D., Fiat, A., Naor, M. 1990. Untraceable electronic cash. Proceedings on Advances in Cryptology - 

CRYPTO '88. pp. 319-327. http://dl.acm.org/citation.cfm?id=88969 

4. Chaum, D. 1983. Blind signatures for untraceable payments. Proceedings on Advances in Cryptology - 

CRYPTO '82. pp. 199-203. 

http://www.hit.bme.hu/~buttyan/courses/BMEVIHIM219/2011/Chaum.BlindSigForPayment.1982.PDF 

https://en.bitcoin.it/wiki/
http://dl.acm.org/citation.cfm?id=88969
http://www.hit.bme.hu/~buttyan/courses/BMEVIHIM219/2011/Chaum.BlindSigForPayment.1982.PDF
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5. 4 Project 4: Web security 

 

 

5.1. 4.1 Motivation 
 

The speed of Javascript engines embedded in web browsers has seen dramatic increase in the past few years, 

making them suitable for both symmetric and asymmetric cryptographic operations. This opens new horizons in 

the security of web-based applications. 

1. Analyze and discuss the security implications of browser-side cryptography. How does it compare to server-

side cryptographic applications and installed client-side applications. 

2. Public-private key pairs can be generated from passwords, using them as seeds for PRNGs. Implement some 

of these schemes in Javascript in a way that is compatible with popular standards (OpenPGP, x509, ssh, 

OTR, etc.). 

3. Implement a verifiable secure OTR-compatible web-based chat client, including tools for verification by 

paranoid users. 

5.2. 4.2 Background 
 

Usually, the most computationally intensive operation in cryptography is repeated modular multiplication 

(powers) with large integers. Until recently, javascript engines built into web browsers were not sufficiently fast 

for practical, responsive cryptographic applications. Now, however, even a pure javascript implementation of 

efficient algorithms such as Karatsuba multiplication has become sufficiently fast. 

This allows for authentication schemes that go beyond the narrow set which is usually provided by browsers: 

• HTTP authentication (basic and md5-based) 

• Submitting a password in plaintext over a HTTPS-encrypted channel 

• X.509 certificates in the browser's or the OS's certificate store 
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Furthermore, it allows web-based messaging systems to implement end-to-end encryption. Previously all this 

has only been possible through java applets, which pose several problems of their own and are not as universally 

available as javascript. 

Karatsuba Multiplication is a classic divide-and-conquer type algorithm, where the multiplication of some  

and  in the two-digit form of  and  where  is the base of the digital 

representation which is transformed as follows: 

 

where 

 

 

 

The key insight of Karatsuba is that  can be expressed using only one multiplication: 

 

This way, instead of 4 multiplications, the two-digit representations of  and  can be multiplied using only 3 

multiplications. 

Recursively applying this principle to these three multiplications, we arrive to an algorithm that multiplies two 

-digit numbers in n  time instead of . 
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For cryptographic calculations, we also often need to do modular multiplications using a constant modulus. 

There are two popular ways of speeding up remainder calculations: Barrett and Montgomery reductions. 

The basic idea behind Barrett reduction is the following: In order to calculate the remainder  after division by 

, instead of calculating directly  we can approximate  by  which 

is guaranteed to be smaller. We can choose  so that division by  is cheaper than general division; just like in 

the case of Karatsuba multiplication, we can choose it to be a power of the base of our number system, 

practically a power of 2. Then integer division becomes simply a truncation of the last digits. Observe, 

furthermore that  does not depend on  and can therefore be pre-calculated. Thus, we arrive at an 

algorithm that does away with slow long division and lets us use the much faster Karatsuba multiplication 

instead. Since we use an underestimate of , the difference will be a small integer number (with an 

upper bound depending on the choice of ). Therefore, in the end, we need to subtract (small integer multiples 

of)  from the result until it becomes smaller than . 

The choice of the parameters, the order of operations and other optimizations depend on the computing 

environment and on the numbers with which we are dealing. Creating a really fast cryptographic engine 

(possibly using open-source work by other people) is the objective of this project. 

 

Possibilities for the desired outcomes are the following: 

1. Develop a javascript (js) library with at least the following cryptographic primitives: a hash function, block 

cipher (in encryption mode), stream cipher (using the block cipher in CTR mode), s2k (string-to-key) 

transformation, public-private key pair (DSA or EC-DSA) generation, digital signature (DSA or EC-DSA), 

an example application (e.g. very basic web-based login and session management). 

5.3. 4.3 Literature 
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1. Barrett, P.D. 1986. Implementing the Rivest Shamir and Adleman Public Key Encryption Algorithm on a 

Standard Digital Signal Processor. Proceedings if Advances in Cryptology - CRYPTO'86 LNCS 263. pp. 

311-323. http://link.springer.com/chapter/10.1007\%2F3-540-47721-7_24 

2. Stanford University, Secure Remote Password Protocol project http://srp.stanford.edu 

3. Callas, J., Donnerhacke, L., Finney, H., Shaw, D., Thayer, R. 2007. OpenPGP Message Format. IETF, 

RFC8440. http://tools.ietf.org/html/rfc4880 

4. Cooper, D., Santesson, S., Farrell, S., Boeyen, S., Housley, R., Polk, W. 2008. Internet X.509 Public Key 

Infrastructure Certificate and Certificate Revocation List (CRL) Profile. IETF RFC5280. 

http://www.ietf.org/rfc/rfc5280.txt 

5. Off-the-Record (OTR) Messaging Protocol version 3 http://www.cypherpunks.ca/otr/Protocol-v3-4.0.0.html 

 

6. 5 Project 5: IOU (I Owe You) 

 

 

6.1. 5.1 Motivation 
 

The purpose of this project is to develop an application is to track debts. Users can write digital IOU (I owe you) 

notes to each other, check their overall balance and their balances with particular counterparties. The application 

handles multiple currencies and other items that people may lend to each other. 

It also facilitates indirect debt repayment: if Alice owes money to Bob, Bob may ask Alice to pay Carol, instead 

of himself. For this to work, Carol does not even need the application or even a mobile phone: she will be given 

a security code (typically 15 digits) by Bob, which she is supposed to show Alice, who, in turn, can check it 

using her device, similarly to wire transfer services such as Western Union. 

 

Finally, the system has to yield sufficient evidence for avoiding disputes or handling them in a just manner, if 

necessary. Participants may choose to disclose this evidence for reputation tracking purposes. If, however, they 

choose not to disclose, the application protects transaction confidentiality using strong encryption. 

The implementation can use every free-access network and is supposed to add other means of communication as 

well, including infrared, bluetooth, SMS, etc.. 

6.2. 5.2 Background 
 

Debt and reputation (credit rating) tracking is a very important field of e-commerce that is somewhat under-

developed. Creating electronic equivalents of traditional paper-based solutions is problematic because of certain 

fundamental differences between these media, such as the enormous difference between the costs of high-

fidelity copies. 

http://link.springer.com/chapter/10.1007%5c%2F3-540-47721-7_24
http://srp.stanford.edu/
http://tools.ietf.org/html/rfc4880
http://www.ietf.org/rfc/rfc5280.txt
http://www.cypherpunks.ca/otr/Protocol-v3-4.0.0.html
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Any kind of evidence results from some kind of alteration that is difficult to reverse, caused by the action that 

needs to be evidenced. The quality of evidence can be measured by comparing the expenses (not necessarily 

monetary) required for forging said evidence to the benefits of forgery. 

Traditionally, documentary evidence is the result of marking paper with ink. Once the paper is marked, it is very 

difficult to remove these marks as if they have never been there and it is often also difficult to make an exact 

duplicate of the unmarked document. With electronic documents, this is not the case; any change to a document 

can be reversed with minimal effort, precisely by the way of keeping an exact duplicate of the unmarked 

version, which is practically free. This is a major problem. Take, for example, the endorsement of a cheque. 

Once a cheque is endorsed with the name of the new beneficiary and the signature of the old beneficiary on its 

flip side, the old beneficiary cannot cash the cheque; in order to do so, he would need to steal it back from the 

new beneficiary and remove the endorsement, both of which are very costly. However, adding the name of the 

new beneficiary and any kind of digital signature to an electronic cheque does not prevent the old beneficiary 

from cashing a copy of the unendorsed version or endorsing it to someone else; this kind of fraud is known as 

"double spending" in financial cryptography. This problem alone renders large parts of commercial law 

inapplicable to electronic transactions, at least directly. Instead, in the digital world, the irreversible operation is 

revealing information that was not previously known. It is very costly to force someone to forget a piece of 

information and it is even more problematic to completely erase something from the public records. 

In general, we include cryptographic challenges (for example, the value a one-way hash function calculated over 

a secret) in the document. Once a proof of knowledge of this secret (in most cases, the secret itself) is revealed, 

the document is irreversibly altered. For example, instead of stamping "PAID" on an invoice, one can reveal a 

secret corresponding to a hash value included in said invoice (at least to the paying party). Thus, the paying 

party will have very strong documentary evidence; a receipt of payment. 

The practical significance of such an application is that it helps reducing transaction costs, as actual transfers of 

funds only need to happen when debts are settled; many transactions can be aggregated into few. This is of 

particular interest in jurisdictions where there is an additional tax on financial transactions or in commerce 

between different jurisdictions where transferring funds is slow and expensive. 

For such a system to catch up, it must be compatible with existing legal frameworks and its artefacts 

recognizable to specialists in finance and commercial law. 

To better understand the differences between traditional paper-based procedures and their digital "equivalents" 

let us compare some of their most basic security properties: 

6.2.1. 5.2.1 Confidentiality: Envelopes vs. Encryption 
 

In traditional commerce, the confidentiality of correspondence is typically protected by tamper-evident (i.e. 

sealed) envelopes. This is a reactive measure designed to deter breaches of confidentiality by the postal service 

or anyone else. However, it is not possible for the recipient to obtain the message without opening the envelope. 

Encryption (especially public key encryption), which has been the primary purpose of PGP, while in many ways 

analogous to putting documents into a sealed envelope, still merits some remarks. For example, the creator of an 

encrypted message may or may not be able to prove to a third party (i.e. the arbitrator) beyond doubt that the 

stated recipient can indeed decipher a PGP-encrypted message. In many cases, however it is impossible to 

verify. This is in sharp contrast with envelopes, which the stated recipient can always open. 

6.2.2. 5.2.2 Integrity: Envelopes vs. Hashes 
 

Another purpose of tamper-evident envelopes is to protect the integrity of a message; if the seal is not broken, 

the content of the envelope can be assumed, with a high level of confidence, not to have been altered since the 

act of sealing. 

The integrity of digital documents can be evidenced by the corresponding hash value or a valid digital signature 

(which itself is often calculated from the hash value). There are other cryptographic techniques used for integrity 

protection (e.g. MAC - message authentication codes), but they are not very useful for the purposes of third-

party arbitration and thus are not discussed here any further. 
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OpenPGP provides facilities for the so-called MDC (modification detection code), which protects the integrity 

of encrypted messages against those who cannot decrypt them but may attempt to alter the encrypted version. 

Static digital documents such as appendices to contracts or a body of applicable rules are best referenced by 

their hash values. Such references also evidence the chronological order in which these documents were created. 

6.2.3. 5.2.3 Authenticity: Signatures and Stamps 
 

Digital signatures are often assumed to be analogous, in the legal sense, with hand-written signatures. 

Unfortunately, this is a very inaccurate assumption, seriously hampering the adoption of digital signatures in 

electronic commerce. 

The first and most important difference is that digital signatures are made by computers on behalf of signatories, 

not by signatories themselves. This means that non-repudiation should be judged against the possibility of 

adversaries taking control of someone's computer. In fact, digital signatures are, in this respect, more similar to 

seals and stamps in that the machinery used for their creation can be stolen or copied. Of course, it still makes 

sense to treat digital signatures as legally binding evidence of intent, not least because this approach would 

provide users of such signatures with a strong incentive to guard their private keys and signing machinery. 

Another important difference is their reversibility, as explained above. Once a paper document has been signed 

with ink, the unsigned document ceases to exist. Not so with digital signatures! One can always obtain a perfect 

unsigned copy by simply stripping off the signature. This difference has profound consequences for electronic 

commerce, requiring substantial changes to traditional procedures beyond simply replacing ink signatures on 

paper documents with their digital counterparts on electronic documents. Most of the planned research has to be 

motivated by this realization. 

 

Possibilities for the desired outcomes are the following: 

1. Develop an OpenPGP based framework which is able to track debts. 

6.3. 5.3 Literature 
 

1. Shakel, N., Nagy, D. 2008. OpenPGP-based Financial Instruments and Dispute Arbitration. Financial 

Cryptography and Data Security 2008. LNCS 5143. pp. 267-271. 

http://link.springer.com/chapter/10.1007\%2F978-3-540-85230-8_24 

2. Callas, J., Donnerhacke, L., Finney, H., Shaw, D., Thayer, R. 2007. OpenPGP Message Format. IETF, 

RFC8440. http://tools.ietf.org/html/rfc4880 

3. Katz, J., Lindell, Y. 2007. Introduction to Modern Cryptography. Chapman and Hall/CRC Press. 

http://www.cs.umd.edu/~jkatz/imc.html 

 

7. 6 Project 6: Secure auctions 

 

http://link.springer.com/chapter/10.1007%5c%2F978-3-540-85230-8_24
http://tools.ietf.org/html/rfc4880
http://www.cs.umd.edu/~jkatz/imc.html


 Applied Cryptography Projects  

 19  
Created by XMLmind XSL-FO Converter. 

 

7.1. 6.1 Motivation 
 

Within this project the main goal is to develop and implement more auction-types fulfilling the necessary 

security requirements as well. There are two different approaches based on the nature of the supposed 

communication infrastructure: in the first one a pairwise secure channel is supposed between the participants, 

while in the other one a broadcast channel is available only. 

7.2. 6.2 Background 
 

The main types of popular auctions are English auction, Dutch auction, first price sealed bid auction and 

Vickrey auction, here we describe them together with the dominant strategies. 

7.2.1. 6.2.1 English auction 
 

The English auction (first price open outcry, highest-price sale) is probably the most widely-used type of 

auctions. 

• Every participant can augment their bid. If no one will give a higher bid, then the participant with the highest 

bid wins and he/she has to pay this highest price. 

• The strategies of the participants related to the sequence of its bids depend on (i) how many the participant is 

able to pay for the goods, (ii) its preliminary estimates on how many the other participants are able to pay for 

the goods, (iii) the set of the previous bids of every participant. The bids can be overwritten when the 

information set is changing.In the English auction the dominant strategy is to increase the previous bids with 

a minimal amount until it is reaching to the price we are able to pay. The bidding process stops when it is 

reaching the second highest reservation price. The optimal strategy is independent of the risk avoidance, if the 

participants know exactly their reservation prices, however, if the participants can only estimate the prices, 

then the risk-avoiding participants have to be more carefully at the bidding. This is the dominant strategy 

independently of the risk avoidance of the participants. 

•  

• the auctioneer increases the bid with the same amount of money; 

• the auctioneer increases the bid with the amount of money of her choice; 

• the bidders increase the bids according the determined rules. 

7.2.2. 6.2.2 Open exit auction 
 

The open exit auction (open ascending auction) is a Japanese version of the English auction. These three types 

are so-called forward auctions where one seller offers item(s) for bidding and several buyers compete to offer 

the price the seller will accept. 
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• The price is successively increasing and every participant can leave the auction in every round (but in this 

case she is not able to join again). Then the winner has to pay the second highest reservation price. 

• For individual rating goods this is equivalent to the English auction. However, for common (mixed) rating 

goods it does matter what will be known during the auction process (who/when leave the auction), hence in 

this case the to versions are not equivalent. 

7.2.3. 6.2.3 First price sealed bid auction 
 

The first price sealed bid auction is applied for example in the enclosure process in Hungary. 

• Every participant simultaneously submit its bid, such that she has no information on the other participants 

bids. The participant with the highest bid wins and pays this highest price for the goods. 

• The strategies of the participants depends on how many she is able to pay and her estimation on how many 

the other participants are able to pay. 

The main drawback of this method is that the winner lost the difference between the two highest prices. 

7.2.4. 6.2.4 Vickrey auction 
 

The Vickrey auction (second price sealed bid auction) is a variant of the first price sealed bid auction. 

• Everything is the same as in the first price sealed bid auction except that the winner pays the second highest 

bid rather than her own. 

• For individual rating goods the bid has to be the reservation price. If someone is bidding lower price, then she 

has less chance for winning, but she will pay more when she still win. In the equilibrium strategies then every 

participant bids her reservation price and the winner pays the second highest one. See two examples on 

Figures 31, 32. If the participants know exactly how many they are able to pay for the goods, then nothing 

depends on the risk avoidance. The English and the Vickrey auctions are equivalent from the results point of 

view. 
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Note that this is very similar to the proxy bidding system used by eBay, where the winner pays the second 

highest bid plus a bidding increment (e.g., 10%). Let us note that within these two variants the role of buyers 

and sellers can be exchanged, such type of auctions are called reverse auctions. 

 

7.2.5. 6.2.5 Dutch auction 
 

The Dutch auction (descending price auction) is primarily used in Netherlands for cheese and flower markets. 
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• The auctioneer announces the starting bid and successively decrease it until a participant stops the auction and 

pays the actual price for the goods. 

• The strategies of the participants depends on how much she is able to pay and her estimation on how much 

the other participants are able to pay. 

The Dutch auction is equivalent with the first price sealed bid auction in the sense that there is a one-to-one 

correspondence between the strategy sets of the two game. The main reason is that no relevant information is 

leaked during the auction process until its end when the participants are not able to change their strategies. In the 

first price the bid is irrelevant, and in the Dutch auction the stopping price is irrelevant if this is not the highest 

one. 

7.2.6. 6.2.6 Security requirements 
 

Here we collect some security requirements an auction system has to satisfy. Note that these requirements must 

not fulfill together, the set of desired properties can vary in different type of auctions. 

1. Perfect bid secrecy: this requirement ensures, that knowledge about the partial bids of every set of bidder is 

only computable by the coalition of all the remaining bidders. 

2. Self-tallying: all participants and third parties are able to compute the result after the auction procedure. 

3. Universal verifiability: every bidder and outsider can be convinced that all bidders have been counted in the 

final price. 

4. Fairness: nobody have knowledge about any bid before the end of the voting. 

5. Disqualification of invalid bids: the winner bidder who denies to buy the goods, can be disqualified. 

6. Every bidder can vote: all of the registered participant can bid. 

7. Opportunity to keep the transcript: it is just an option. If necessary the bidders could be able to place their 

bids and all of their communication to a transcript. It can be used to prove the regularity of the voting to a 

third party. 

8. Technology independent: the security of the system must not rely on the implementation 

9. Open source, open code: the secure of the system must not rely on the secrecy of the algorithm or the source 

code of the used programs. Only the shared secrets and, of course the votes must keep secret. 

10. Opportunity to check the machine: the system must give an opportunity for each bidders to check 

whether the machine works properly before the vote. 

7.2.7. 6.2.7 Example 1: Anonymous Sealed Bid Auction 
 

In a sealed bid auction protocol, the goal is to let participants and other observers compare the bids (but only 

after all bids have been submitted) allowing the winner to prove the fact of winning the auction to anyone of his 

choosing, without revealing the identities corresponding to the bids. Additionally, we require that bids are 

binding. Without a Trusted Third Party, it is achieved by enabling all participants acting in concert (the so-called 

"angry mob") to find out the identity of the winner, in case the winner fails to make the purchase. Here the main 

requirements are Perfect bid secrecy, Self-tallying and Disqualification of invalid bids. 

7.2.8. 6.2.8 Example 2: Sealed Bid Multi-Unit Auction 
 

It can be considered as a generalization of the previous problem: the objects of the auction are several pieces of 

the same goods (e.g. coins, stamps, etc.) and the participant can bid for them simultaneously. Every bid contains 

the unit price and the desired amount of goods. (Here we suppose that the total amount of goods is known by 

everyone.) The winners are the participants with the highest unit-price. If there are more participants with the 
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same highest unit price, then the goods are divided between them according to their desired amounts. After the 

bidding process every participant (and no outsider!) must know: the unit prices and the desired amounts of the 

goods as well as the identities of the winners. Every further information has to be kept secret. Furthermore, we 

suppose pairwise authenticated channel between the participants. In this case the security requirements are 

Fairness and a weaker version of Perfect bid secrecy (the winner's anonymity will not guaranteed) and the other 

main challenge is to handle the case of multiple goods. 

Possibilities for the desired outcomes are the following: 

1. Choose an auction type and develop the security requirements, the attack-tree and design an algorithm 

fulfilling it. 

2. Choose an auction type with existing secire protocol and make an implementation for aPC and/or mobile-

client. 

7.3. 6.3 Literature 
 

1. Brandt, F. 2006. How to obtain full privacy in auctions. International Journal of Information Security. 5 (4). 

pp. 201-216. http://link.springer.com/article/10.1007\%2Fs10207-006-0001-y 

2. Brandt, F.. Sandholm, T. 2005. Efficient privacy-preserving protocols for multi-unit auctions. FC'05 

Proceedings of the 9th international conference on Financial Cryptography and Data Security. pp. 298-312. 

http://dl.acm.org/citation.cfm?id=2106016 

3. Chaum, D. 1988. The dining cryptographers problem: Unconditional sender and recipient untraceability. 

Journal of Cryptology. pp. 65-75. http://users.ece.cmu.edu/~adrian/731-sp04/readings/dcnets.html 

4. Naor, M., Pinkas, B., Sumner, R. 1999. Privacy preserving auctions and mechanism design. Proceedings of 

the 1st ACM conference on Electronic commerce. pp. 129-139. www.pinkas.net/PAPERS/aip.ps 

 

8. 7 Project 7: Black box applications for smart 
devices 

 

 

8.1. 7.1 Motivation 
 

Smartphones and other ubiquitous smart devices have several built-in sensors, like accelerometer, digital 

compass, gyroscope, GPS, microphone, camera, etc. The purpose of this project is to develop the system 

architecture of an app which is able to activate the sensors by the user to collect and store data in a secure and 

private way, like black box used in transportation. A demo version of a mobile implementation would be most 

welcome (but it is not necessary). 

 

There are similar implementations with the common drawback of a Trusted Third Party (or TTP shortly) raising 

privacy concerns. Hence the proposed solution has to be eliminate the use of trusted servers or service providers. 

http://link.springer.com/article/10.1007%5c%2Fs10207-006-0001-y
http://dl.acm.org/citation.cfm?id=2106016
http://users.ece.cmu.edu/~adrian/731-sp04/readings/dcnets.html
http://www.pinkas.net/PAPERS/aip.ps
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The aim is to develop a black box like application for smart devices. The device can record various parameters 

of circumstance for example sounds, images, GPS coordinates. We require that such a device can store securely 

and safely the recorded data such that these data are kept safe from premeditated and unpremeditated damage, 

and they can be used for investigation later if required. 

Such applications can be used in various situations. For example, implemented it in GPS navigation devices the 

application can record the parameters of the vehicle and the traffic, hence the data can be used for accident 

investigation. An other example is a reactive safeguard application for a person who is afraid of being victim of 

an attack in open space. Here the device can take and store sound-record and GPS coordinates in order to 

identify the attacker. 

8.2. 7.2 Security requirements 
 

Here we collect some of the security requirements the desired black box application has to satisfy. 

• the device can record data without any perceptible external signal. 

• third party has not access to the stored data even if this party has control over the device. 

• safe and secure backup. Stored data has to be able to restore even if the device is stolen or got damaged. 

• the device has to authenticate recorded data. 

8.3. 7.3 Background 
 

8.3.1. 7.3.1 Recording and storing data 
 

We collect huge amount of information on smart devices. The data could be stored in the cloud, however they 

would be vulnerable against outsider attacks. To avoid some of these attacks we could store the data in 

encrypted form. We could use searchable encryption to encrypt. By using this type of encryption we would be 

able to search in the encrypted data set without decrypting the data. We also could use attribute based encryption 

to encrypt the decryption key and give credentials for users to be able to decrypt the key and read the files. 

Other possibility is to store the recorded data at some predefined set of users whose are on-line in general case 

and are disposed to store our confidential files. One of the most secure way to do this is the use of a so-called 

friend-to-friend network which is a kind of private Peer-to-peer network in which users make direct connections 

with users they know from somewhere only (i.e. with their friends). 

 

8.3.2. 7.3.2 Friend-to-friend networks 
 

In order to keep save the recorded data they are not stored in the devices but in the F2F network. Li and Dabek 

summarize the main characteristic of a friend-to-friend (or shortly F2F) system: 

'A major hurdle to deploying a distributed storage infrastructure in peer-to-peer systems is storing data reliably 

using nodes that have little incentive to remain in the system. We argue that a node should choose its neighbors 

(the nodes with which it shares resources) based on ex- isting social relationships instead of randomly. This 

approach provides incentives for nodes to cooperate and results in a more stable system which, in turn, reduces 

the cost of maintaining data. The cost of this approach is decreased flexibility and storage utilization.' 
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Identifying users and keeping the privacy are more difficult in case of users using firewalls or network address 

translators (e.g. if computers of a local network use the same IP address for browsing the Internet), because 

communication with a third party could be necessary in this way. Two serious advantages of F2F networks 

comparing to public networks are authentication and confidentiality as users know each other. So out-of-band 

exchange of cryptographic keys or using existing keys and web of trust are possible (such as used in PGP 

standard). Freeriding is a general problem in any network where the infrastructure is provided completely by 

users, so it can happen in case of F2F as well. It means that many users don't contribute resources as much as 

they use them. It is more usual in public networks but occurs in privates of larger size too, especially when 

indirect or anonymous communication is allowed. 

There are several existing F2F implementations, like RetroShare, OneSwarm or Turtle. Historically Turtle was 

the first such a system, hence we describe the main ideas behind this realization here. 

Turtle is a F2F file-sharing network aimed to be censorship resistant. If you start searching for a given file, it 

will reach every user and the results go back along the reverse path possibly taking some virtual circuits as well. 

It can support other applications such as real-time communication. It uses a novel key agreement protocol when 

the participants exchange personal questions with answers known only by them. It needs no out-of-band 

communication, but its strength depends on the eavesdropper's knowledge about the users. 

The routing technology of Turtle is used in some recent improvements as well. The most notable example is 

RetroShare, which gives a decentralized way of several communication methods, like file sharing, instant 

messaging, e-mail, chat, forums, etc. The security of the system based on GnuPG authentication. Most of the 

communication is between friends and on the route of two non-friends' communication intermediate friends will 

not know the sender and the receiver. On the other hand the system can improve the speed of data sharing by 

directly connecting between non-friends for file transactions. The other cryptographic tool is the distributed 

hash-table: DHT is stored on participant's computers with IP addresses of non-friends which helps to handle 

dynamic IP addresses. Furthermore, counters are added to packets in order to reduce the amount of unnecessary 

communication. With these options and inserting large random delays between packet forwarding it is very hard 

to gain information about the network and the activity of users. 

Possibilities for the desired outcomes are the following: 

1. Develop the system architecture of an app which is able to activate the sensors by the user to collect and store 

data in a secure and private way. A demo version of a mobile implementation would be most welcome (but it 

is not necessary). 

8.4. 7.4 Literature 
 

1. Li, J., Dabek, F. 2006. F2F: Reliable Storage in Open Networks. 5th International Workshop on Peer-to-Peer 

Systems (IPTPS '06). http://iptps06.cs.ucsb.edu/papers/Li-F2F06.pdf 

2. Popescu, B.C., Crispo, B., Tanenbaum, A. S. 2004. Safe and Private Data Sharing with Turtle: Friends Team-

Up and Beat the System. 12th International Workshop on Security Protocols. 

http://dl.acm.org/citation.cfm?id=2119177 

3. Shen, X., Yu, H., Buford, J., Akon, M. 2010. Handbook of Peer-to-Peer Networking. Springer Verlag. 

http://www.springer.com/engineering/signals/book/978-0-387-09750-3 

4. RetroShare: secure communications with friends. http://retroshare.sourceforge.net/ 

http://iptps06.cs.ucsb.edu/papers/Li-F2F06.pdf
http://dl.acm.org/citation.cfm?id=2119177
http://www.springer.com/engineering/signals/book/978-0-387-09750-3
http://retroshare.sourceforge.net/
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9. 8 Project 8: Decentralized anonymous position-
sharing system 

 

 

9.1. 8.1 Motivation 
 

Within this project the main goal is to develop and implement a position-sharing system primarily for mobile 

devices. The system should enable users to share their location with selected other users and it should be able to 

fulfill the security requirements. The privacy concerns are essential in such application, hence the eavesdropping 

and man-in-the-middle attacks has to be handled by the proposed protocols. On the other hand, in the design of 

the system the usage of a trusted authority has to be avoided. The system should operate on a P2P and F2F basis 

rather than be based on a central server. 

9.2. 8.2 Background 
 

Location services used in connection with social networks have recently gained much in popularity. One notable 

example is the waze navigation application in which community based map and traffic information is used for 

route planning. Others include Google Latitude or Apple's Find My Friend, mobile applications that allow users 

to share location information with their selected contacts. These apps allow users to select the partners with 

whom they want to share information and also turn on and off location sharing, based on location or timing 

among others. 

A few security and privacy issues are present in such networks. First, data should be transferred encrypted in 

order to prevent untrusted channels from gaining information. More importantly, every such application to date 

relies on the server, a trusted central figure, a potential "big brother". The security and privacy of our location 

information depends on the security and privacy policies of the server. 

9.2.1. 8.2.1 P2P and F2F networks 
 

The realization of a secure and decentralized location service is based on peer-to-peer (P2P) and friend-to-friend 

(F2F) networks. 

The basic means of communication is the P2P network. When the user starts the application, initially all 

information is obtained and published through the P2P network using encrypted data. The methods for sharing 

and retrieving information in this bootstrapping phase are essentially identical to the ones used in a file sharing 

software. The main drawback of this is the relatively low speed of communication. Once connections between 

friends are established and they exchange initial data, the communication switches to the F2F network. On of 

the main algorithmic tool beyond the P2P networks is the distributed hash table hence the first step of the 

realization of the desired system is to elaborate and implement this primitive. 
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9.2.2. 8.2.2 Distributed hash tables 
 

A distributed hash table or DHT is a decentralized fault tolerant distributed system used for storing (key, value) 

pairs. Each node participating in the system stores only a portion of the data, making it massively scalable. A 

DHT system can be thought of in terms of a ultrastructure, in which case it is very similar to a common hash 

table. It has the usual insert and lookup operations, but delete is often not implemented, because most DHTs will 

eventually "forget" keys which haven't been stored recently as a side-effect of nodes leaving the system. If the 

system is required to retain all data, then this is usually solved by continuously updating the values of important 

keys or by duplicating data to multiple nodes in the system. In this case however it might be necessary to 

implement a delete operation to keep the system's size under control. 

The set of keys are usually defined as an output of a hash function so arbitrary strings can be used to address the 

DHT. Note that compared to an ordinary hash table, each node knows only some part of the table, so on each 

operation it must somehow find out where to send or request the data from. 

When a new node wants the join the DHT it must first learn the IP address of, at least, one of the nodes already 

in the network. This process is called bootstrapping. This can be done in various ways, the most common 

solution is to contact a directory server to pull the addresses from. In practice usually this is only have to be 

done once, because the nodes can store the addresses and hopefully the next time they want to join at least one 

IP address is still valid. As an example BitTorrent's Kademlia network uses "router.bittorrent.com" for 

bootstrapping if no addresses are known. Also BitTorrent usually embeds bootstrap IPs within magnet links as 

well. 

 

9.2.2.1. 8.2.2.1 Implementations 
 

The first P2P networks such as Freenet, Gnutella and Napster used a central directory for looking up IP 

addresses by a specific node id. This however created availability and scalability problems since everyone in the 

network was querying a single computer. The amount of resources (network bandwidth, memory, computing 

power) available to the central directory limited the size of the network and because it was a single point of 

failure it also made the whole system prone to resource exhaustion attacks such as (D)DOS. To alleviate this 

problem DHTs were developed as an alternative. Originally research on four such DHT systems were published 

concurrently. These are namely Chord, Kademlia, CAN, Pastry and Tapestry. We give brief introductions to 

these systems below. A DHT system can be summarized by describing the network topology, the node-id 

generation scheme, the routing strategy used for lookups and the procedures for rebalancing the network when a 

node joins or leaves. 

 

9.2.3. 8.2.3 Security and authenticity considerations 
 

The following basic privacy and authenticity considerations have to be fulfilled: 
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Privacy requirements: 

• The users should be granted the right to turn on and off location sharing whenever they want. 

• All data sent through the P2P layer should be encrypted by the addressed friends' public key - or alternatively 

with a common key that is sent through the network encrypted (similarly to encrypted mail sent to several 

addresses). 

• F2F or direct IP-bases communication should also be encrypted. For speed considerations, this encryption is 

preferably done by a symmetric cryptosystem between friends. 

Authenticity requirements: 

• Location data should be signed. 

• Friend information, when published, should be signed by both peers. 

• If location data is tracked and stored, authentication of the data should be available. 

Possibilities for the desired outcomes are the following: 

1. Develop and implement a position-sharing system primarily for mobile devices fulfilling the necessary 

security requirements. 

9.3. 8.3 Literature 
 

1. Steiniger, S., Neun, M., Edwardes, A. Foundations of Location Based Services. Lecture Notes on LBS. 

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.94.1844 

2. Clarinox Technologies Pty Ltd: Real Time Location Systems 

http://www.nottingham.ac.uk/grace/documents/resources/marketreports/realtimelocationsystems09.pdf 

3. Mohammadi, M., Molaei, E., Naserasadi, A. 2011. A Survey on Location based Services and Positioning 

Techniques. International Journal of Computer Applications. 24 (5). pp. 1-5. 

http://www.ijcaonline.org/volume24/number5/pxc3873928.pdf 

4. Stoica, I., Morris, R., Karger, D., Kaashoek, M. F., Balakrishnan, H. 2001. Chord: A scalable peer-to-peer 

lookup service for Internet applications. SIGCOMM Comput. Commun. Rev. 31, 4. 

http://pdos.csail.mit.edu/papers/chord:sigcomm01/chord_sigcomm.pdf 

 

10. 9 Project 9: Secure data-sharing in medical 
applications 

 

 

10.1. 9.1 Motivation 
 

The main goal of this project is to develop and implement a privacy-preserving system which is able to share the 

medical data of a user stored on some communication device to authorized entities only. Within this work the 

task of secure storing is not important but a sophisticated hierarchical access control mechanism and framework 

has to be elaborate. The user has to be able to assign several levels of access of his sensitive medical data which 

could be available by groups of medical employees, like medical doctors, emergency assistants or pharmacists. 

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.94.1844
http://www.nottingham.ac.uk/grace/documents/resources/marketreports/realtimelocationsystems09.pdf
http://www.ijcaonline.org/volume24/number5/pxc3873928.pdf
http://pdos.csail.mit.edu/papers/chord:sigcomm01/chord_sigcomm.pdf
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In the case of having some disease which requires fast reaction in emergency case, like diabetes or allergy it can 

be possible to give access to the relevant data to any other party. 

 

10.2. 9.2 Background 
 

Here we recommend two possible methods which can help by the realization of the desired system. The first one 

is the generalization of the ordinary secret sharing techniques detailed in Chapter 1. The other possibility comes 

from a relatively new topic of public-key cryptography, called attribute based encryption. 

10.2.1. 9.2.1 Generalized secret sharing methods 
 

Secret sharing was first introduced in two independent papers: Shamir gives a simple construction using 

Lagrangian interpolation, the other construction of Blakley based on intersection properties of the hyperplanes 

of a finite dimensional vector space. Let us recall, that these systems are so-called threshold schemes, claiming 

that every number of participants exceeding a given threshold can recover the shared secret. Within this 

framework there are at least two possibilities: the shared secret can be the plain medical data broadcasted by the 

user or the encryption medical data is broadcasted periodically and the necessary shares of a secret key are sent 

on an authenticated channel to authorized parties. 

However, the traditional secret sharing techniques are applicable in the case of one group of medical employees 

only. The simplest generalization is the so-called bipartite secret sharing schemes where the participants can be 

divided into two disjoint groups such that participants belonging to the same group has the same privileges or 

other words they play an equivalent role in the system. 

From our point of view the most general notion is hierarchical secret sharing. In such a scheme the participants 

getting the shares are partitioned into levels and we suppose that every subset of at most  participants from the 

highest level can recover the secret, every  participants from the two highest levels, etc. (this is a special 

case called hierarchical threshold secret sharing). 

A further possibility is the following variation of the above: for a sake of simplicity we suppose that the 

participants are in two groups, e.g. girls and boys. We want to share the secret such that every coalition of 

participants containing necessary amount of girls and boys were able to recover the secret (the case of more 

element partition is similar). 

Several such schemes can be realized with the help of various interpolation methods, we present here two of 

them. 

10.2.1.1. 9.2.1.1 Interpolation techniques 
 

One possible realization of a simple threshold secret sharing scheme uses the well-known Lagrange 

interpolation. Within this case for a given field  (which has to be a finite field in our case) the problem is to 

find a polynomial  of least degree such that for fixed distinct elements  and further 

fixed numbers  we have 

 

Then it can be proven that  (called Lagrange polynomial) can be written in the following form: 

 

where 's are the so-called Lagrange basis polynomials with 
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Hierarchical threshold secret sharing schemes can be constructed with the help of Birkhoff interpolation. In the 

original presentation of Birkhoff, the problem is to find a polynomial  with described derivatives, namely 

for fixed distinct elements  numbers  and nonnegative integers  we have 

 

In a more general form we can suppose that there are  conditions the polynomial has to satisfy and  points 

of interpolation. Then let  be a binary matrix with exactly  non-zero entry. In this framework 

the problem is for fixed distinct elements  and numbers  for  to 

determine a polynomial  with 

 

Contrary to the case of Lagrange interpolation, such a polynomial is not necessarily unique. There are however 

results about specific parameters guaranteeing uniqueness, like Pólya's condition for  and others. 

10.2.2. 9.2.2 Attribute based encryption 
 

The other possibility for addressing the problem is the application of attribute based encryption which is a 

variation of public-key encryption. In attribute based cryptosystems (encryption schemes), we identify the users 

with a set of attributes, like age, gender, nationality, occupation, etc… Users can encrypt messages in the system 

by using the public parameters. The recipients are able to decrypt the message if the pairs between their private 

keys and the ciphertext satisfy a given access structure. 

We can distinguish two types of attribute based encryption schemes: first one of the key-policy attribute-based 

encryption schemes, the other one is the ciphertext-policy attribute-based encryption schemes. In KP-ABE, the 

access structure is defined by the authorities and it is integrated into the secret key. In CP-ABE, the access 

structure is defined by the encryptor and it is integrated into the ciphertext. 

A crucial security expectation from attribute based encryption is the so-called collusion-resistance, means that 

any coalition of the users are unable to decrypt a message by combining their secret keys if they are not capable 

to decrypt a message solely based on their own secret keys. 

Here we present two approaches. Both approaches built on the identity-based encryption schemes. In identity-

based encryption schemes any arbitrary text corresponds the identity of the user (like name, e-mail address, etc.) 

can be used as a public key; here any arbitrary text can be used as an attribute. This can use the text-value of the 

name or domain name as a key or the physical IP address it translates to. The first efficient and 

cryptographically secure construction of an identity based encryption scheme was given by Boneh and Franklin 

that performs probabilistic encryption of arbitrary ciphertexts using an ElGamal-like approach over an elliptic 

curve-based group. The main drawback of these constructions is the usage of a TTP (called Private Key 

Generator within this framework). The mathematical background behind both solutions arises from the theory of 

elliptic curve based bilinear pairings. 
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10.2.2.1. 9.2.2.1 The method of Juels and Szydlo 
 

This scheme extends the ideas behind identity-based encryption such that it eliminates the usage of Private Key 

Generator. In the proposed scheme the users require no interaction with a trusted authority in order to gain 

access to sensitive data. The authors give a construction for any access-control policy for attribute based 

encryption that is expressible as monotone boolean formulae on variables describing the possession of attributes 

by a requesting entity. This guarantees a very wide range of parameterization in the target application. 

10.2.2.2. 9.2.2.2 The method of Sahai and Waters 
 

In this scheme a finite amount of attributes are assigned to users. A user is able to decrypt if the number of 

correct correspondence between his secret keys and attributes used in the encryption exceeds a fixed limit. The 

proposed protocols are both error-tolerant and secure against collusion attacks. 

The protocol is based on threshold secret sharing schemes. Similarly, attribute based encryption realizing 

arbitrary access structures can be constructed as well. 

Possibilities for the desired outcomes are the following: 

1. Develop and implement a privacy-preserving system which is able to share the medical data of a user stored 

on some communication device to authorized entities only. 

2. Elaborate and/or implement a sophisticated hierarchical access control mechanism and framework based on 

secret sharing mechanisms. 

10.3. 9.3 Literature 
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11. 10 Project 10: Sealed bid auction with 
decentralized Proof of Work timing 

 

 

11.1. 10.1 Motivation 
 

Sealed bid auctions require that no participant can inspect the competing bids before the bidding ends and that 

all participants can see the bids shortly afterwards. Usually, trusted third parties are used for the purpose of 

keeping the time and the secrecy and a reward proportional to the winning bid is used to keep their incentives 

somewhat aligned with that of the participants. 

Even in this setting, the trusted party can be corrupted or simply unable to fulfill its role due to technical 

difficulties. Decentralizing such a third party results in a simpler and more scalable design than designing the 

protocol in such a way that requires the cooperation of every participant. 

11.2. 10.2 Background 
 

The essential tasks of the auction house, keeping the time and the secrets, can be converted into a cryptographic 

algorithm as follows: a public key to which participants encrypt their bids is generated in a deterministic, 

pseudorandom way after which the corresponding private key is found by the joint effort of many participants. 

Taking a page from Bitcoin, timekeeping is guaranteed by the carefully calibrated difficulty of the cryptographic 

puzzle at hand: finding the private key given the public key. 

The time to find the private key needs to have a predictable expected value and small variance. Cryptographic 

puzzles that rely on inverting a one-way function typically yield an exponentially distributed time to solution, 

because - if the underlying cryptographic primitive is efficient - they are best solved by memoryless trial and 

error. Knowing the difficulty of such a puzzle and the available computing power, the expected value  of this 

exponential distribution can be estimated. Solving a given, sufficiently large number  of such puzzles results 

in the time to solution following a Gamma distribution with parameters  and  (or ), respectively, 

which can have an arbitrarily small variance relative to its expected value. 

 

A suitable cryptographic challenge would be finding the indices of  random points on an appropriately chosen 

elliptic curve over a suitable Galois field. In this case, the public key would be the -touple of points on the 

elliptic curve, while the private key the corresponding indices. 

11.2.1. 10.2.1 Elliptic curve cryptography 
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An elliptic curve over a field  is a plane curve determined by the solutions  of the equation 

 

together with an "infinity" point (which is the infinite point of the vertical lines in the projective plane over real 

numbers). The coefficients  are from the field  as well as the solutions of the equation. For primefields, 

i.e.  for a prime  we need the extra assumption that 

 

The above equation can be written in is a simple form only if the characteristic of  is not 2 or 3. The binary 

fields (i.e. ) are very important from applications point of view, in this case the above formula can 

be written in the following form with coefficients : 

 

 

From the rich and deep theory of elliptic curves the cryptographers are mostly using the fact that the points of an 

elliptic curve form an Abelian group. This group has the remarkable advantage that the discrete logarithm 

problem is hard within it (for appropriate choice of parameters). The identity element of the group is the infinite 

point denoted by  and the sum of two points  and  can be interpreted in a expressive geometric way. 

Hence the elliptic curve is an algebraic curve of order 3, the line containing  and  intersects the curve in 

exactly one more point denoted by  The reflection of this point to the  axis will be defined as 

, see Figure 53 (  denotes ). Let us note, that we count the intersections with multiplicities, 

hence if, e.g.  then instead of the conjunctive line we draw the tangent line to the curve at the given 

point, etc. 

 

This geometric interpretation can be described by algebraic formulas over any field as well. For the sake of 

simplicity, we suppose that we want to determine the point  (here we denote the 

coordinates of  and  by  and , resp.). As an easy exercise, it can be shown that 
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where 

 

and 

 

Let us note that in case  the formulas are more simple hence the computation of the multiple of 

a given point is relatively fast. See an example over field  on Figure 55. 

 

The main attraction of elliptic curve cryptography are the easier implementation and the fact that the discrete log 

problem is harder in an elliptic curve based group than in an ordinary cyclic group  As a consequence of 

these an elliptic curve based system can guarantee the same level of security using less space and computation 

because of the smaller size of keys and ciphertexts. An Abelian group based on an elliptic curve can be either a 

cyclic one or a direct product of two cyclic groups (in practical applications a curve is chosen randomly from a 

predefined subset, when one of these factors has small size). For example an elliptic curve based encryption 

system over the field  can guarantee the same level of security than an RSA system with modulus size of 

1024 bits. Hence there is one order of magnitude of gain in the communication and space complexity and rather 

in computational complexity, because the arithmetics in  can be implemented significantly simpler than the 

arithmetics mod a prime of 1024 bits. On the other hand, there are specific methods for solving the discrete 

logarithm problem over elliptic curves, hence one has to choose the parameters carefully. One such example is 

the case of curves over  where  is a non-prime, where so-called Weil-attack can be implemented. 

Another weakness arises when the elliptic curve and the field have the same cardinality. 
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11.2.2. 10.2.2 Security requirements 
 

It is very important to defend against "sneak peeks" into the bids before the end of bidding by an attacker. Thus 

bidding should be closed long before most of the indices are revealed. 

A provable consensus should exist about what bids have been entered on time. 

Possibilities for the desired outcomes are the following: 

1. Collect, compare and analyze the existing methods for decentralization of an auctioneer in sealed bid auction. 

2. Make a reference implementation for a method which computes the indices of a -touple of points on the 

elliptic curve and present test-results for several sets of parameters. 

11.3. 10.3 Literature 
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12. 11 Project 11: Security problems in network 
coding 

 

 

12.1. 11.1 Motivation 
 

Network coding is one of the most developing areas in the theory of information networks and has many 

important applications, such as P2P file distribution systems, wireless networks, ad-hoc sensor networks and 

computer tomography. A communication network consists of a finite directed graph  with source 

node  and sink nodes , such that information (one element of a given field  in every 

time step) can be sent noiselessly via all . 

The fundamental idea in Ahlswede et al. is to allow the internal nodes making some computations on the 

incoming pieces of information contrary to the traditional routing. In a traditional network the maximal amount 

of information that can be sent from  to  is the size  of the minimum cut  between the source and the 

sink . If we allow the nodes to send the linear combination of the data, then the network can transmit  

bits of information simultaneously to all sinks. 

 

Despite its optimality advantages, such schemes are vulnerable to several attacks. The primary security concerns 

are confidentiality and integrity. The goal of this project is to present theoretical proofs or practical 

constructions against a subset of attacks or point out some further weakness of existing network coding 

implementations from the cryptographic point of view. 

12.2. 11.2 Background 
 

Our aim is to send a message  of length  via the network. The multicast network coding problem for 

a given communication network and message length is to give functions  for all edge  

(where  denotes the in-degree of the tail of the edge ), such that 

• the character sent on the edge  is the value of  applied to the incoming characters of 

, 

• every sink node  must be able to recover the original message  from its incoming characters. 

If all the above functions  are linear then the network code is called linear. 

There exists a polynomial-time deterministic algorithm which determines the appropriate linear function for 

every node. Ho et al. proved that selecting a uniformly random linear combination for each node effects a good 

network coding with high probability depending on the size of the field . 

12.2.1. 11.2.1 Wire-tap adversary model 
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Let  be a linear network. Cai and Yeung consider the problem of security against a wire-tap adversary 

who can eavesdrop  fixed edges. The idea is that the source mixes the original message with some random 

noise, such that the mutual information between the original message and the eavesdropped characters are zero. 

The authors proved that we can attain this information-theoretic security in an arbitrary network with capacity 

(i.e. the size of the original message)  if . 

Later it was showed that we can reduce the size  of the field up to  if the capacity is decreased to 

. Other possibility is to consider a more practical security model where the eavesdropper has no 

'meaningful' information about the original message. The basic security requirement in this model is 

confidentiality. 

 

12.2.2. 11.2.2 Internal eavesdropping 
 

In this adversary model the attacker is an internal node of the communication network where the attacker is 

supposed to be semi-honest, meaning a kindly-but-interested party who sends and calculates what the network 

coding protocol desires but makes some additional computation on the received/sent data. A proposed solution 

to this problem develops a natural algebraic security criterion, and prove several of its key properties. 

Furthermore, a preliminary analysis of the impact of network topology on the overall network coding security, 

in particular for complete directed acyclic graphs, is given. The basic security requirement in this model is 

confidentiality. 

12.2.3. 11.2.3 Byzantine attacks 
 

In this adversary model the attacker is an internal node of the communication network again but in a more 

rigorous manner. Now the attacker is a malicious one who doesn't follow the desired instructions of the protocol 

but she can freely modify the sent data. Such nodes are called Byzantine nodes. There is an information-

theoretically secure algorithm attaining the optimal rate which operate in a distributed manner, assume no 

knowledge of the topology, and can be designed and implemented in polynomial-time. Furthermore, only the 

source and sink need to be modified; non-malicious nodes inside the network are oblivious of the presence of 

adversaries and implement a classical distributed network code. The basic security requirement in this model is 

integrity. 

 

12.2.4. 11.2.4 Pollution attacks 
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This adversary model can be seen as a special case of the previous one, but can be handled in other ways. Here 

we suppose malicious internal nodes: an attacker node injecting garbage can quickly affect many receivers. The 

pollution of network packets spreads quickly since the output of (even an) honest node is corrupted if at least 

one of the incoming packets is corrupted. An attacker can easily corrupt a packet even if it is encrypted by either 

forging the signature or by producing a collision under the hash function. This will give an attacker access to the 

packets and the ability to corrupt them. A novel solution presents a new homomorphic encryption signature 

scheme for use with network coding to prevent pollution attacks. The security of the system based on the 

hardness of the discrete logarithm problem and the computational elliptic curve Diffie–Hellman assumption. 

The basic security requirement in this model is integrity. 

Possibilities for the desired outcomes are the following: 

1. Presenting theoretical proofs or practical constructions against a subset of attacks. 

2. Analyze an existing network coding implementation from security point of view based on the above attacks. 

3. Point out some further weakness of existing network coding implementations from cryptographic point of 

view. 
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13. 12 Project 12: Identification methods via 
geometric PUF 

 

 

13.1. 12.1 Motivation 
 

Physical Unclonable Function, or PUF shortly, is a physical analogue of random one-way function (PUF is 

sometimes called Physical One-way Function or Physical Random Function). Such a function is embedded in 

some physical device and requires a method generating a probe from the momentary state of the physical 

parameters, such that the generation is simple but it is hard to clone/copy but the state of the device cannot be 

restored from the probe (in other words, the PUF is easy to calculate but hard to invert). A further requirement is 

that the manufacturing of an individual PUF device has to be simple, but making a "clone" is hard in practice. 

Typical applications of PUFs are various security tasks such as tamper protection, intellectual property 

http://pdos.csail.mit.edu/decouto/papers/ahlswede00.pdf
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=1023595
http://www.mit.edu/~medard/page2/papers08/lima-medard-barros.pdf
http://www.openu.ac.il/home/mikel/papers/INFOCOM07.pdf
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protection, read-proof memory, and key obfuscation. They can also be used for classical cryptographic protocols 

such as key distribution or bit commitment schemes. There is a wide range of techniques for generating PUFs 

where several algorithmic and cryptographic problems arise. 

The goal of this project is to study the mathematical background behind such physical systems and develop a 

framework and adversary model for handling the related security problems. 

13.2. 12.2 Background 
 

The concept of PUF is summarized on Wikipedia, the free encyclopedia: rather than embodying a single 

cryptographic key, PUFs implement challenge–response authentication. When a physical stimulus is applied to 

the structure, it reacts in an unpredictable (but repeatable) way due to the complex interaction of the stimulus 

with the physical microstructure of the device. This exact microstructure depends on physical factors introduced 

during manufacture which are unpredictable (like a fair coin). The applied stimulus is called the challenge, and 

the reaction of the PUF is called the response. A specific challenge and its corresponding response together form 

a challenge–response pair or CRP. The device's identity is established by the properties of the microstructure 

itself. As this structure is not directly revealed by the challenge-response mechanism such a device is resistant to 

spoofing attacks. 

Unclonability means that each PUF device has a unique and unpredictable way of mapping challenges to 

responses, even if it was manufactured with the same process as a similar device, and it is infeasible to construct 

a PUF with the same challenge–response behavior as another given PUF because exact control over the 

manufacturing process is infeasible. Mathematical unclonability means that it should be very hard to compute an 

unknown response given the other CRPs or some of the properties of the random components from a PUF. This 

is because a response is created by a complex interaction of the challenge with many or all of the random 

components. In other words, given the design of the PUF system, without knowing all of the physical properties 

of the random components, the CRPs are highly unpredictable. The combination of physical and mathematical 

unclonability renders a PUF truly unclonable. 

 

13.2.1. 12.2.1 Implementations 
 

13.2.1.1. 12.2.1.1 Optical PUF 
 

An optical PUF consists of a transparent material that is doped with light scattering particles. When a laser beam 

shines on the material, a random and unique speckle pattern will arise. The placement of the light scattering 

particles is an uncontrolled process and the interaction between the laser and the particles is very complex. 

Therefore, it is very hard to duplicate the optical PUF such that the same speckle pattern will arise. 

 

13.2.1.2. 12.2.1.2 Delay PUF 
 

A delay PUF exploits the random variations in delays of wires and gates on silicon. Given an input challenge, a 

race condition is set up in the circuit, and two transitions that propagate along different paths are compared to 

see which comes first. An arbiter, typically implemented as a latch, produces a 1 or a 0, depending on which 
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transition comes first. Many circuit realizations are possible and at least two have been fabricated. When a 

circuit with the same layout mask is fabricated on different chips, the logic function implemented by the circuit 

is different for each chip due to the random variations of delays. 

 

13.2.1.3. 12.2.1.3 Magnetic PUF 
 

A magnetic PUF exists on a magnetic stripe card. The physical structure of the magnetic media applied to a card 

is fabricated by blending billions of particles of barium ferrite together in a slurry during the manufacturing 

process. The particles have many different shapes and sizes. The slurry is applied to a receptor layer. The 

particles land in a random fashion, much like pouring a handful of wet magnetic sand onto a carrier. To pour the 

sand to land in exactly the same pattern a second time is physically impossible due to the inexactness of the 

process, the sheer number of particles, and the random geometry of their shape and size. The randomness 

introduced during the manufacturing process cannot be controlled. This is a classic example of a PUF using 

intrinsic randomness. 

 

Possibilities for the desired outcomes are the following: 

1. Study the mathematical background behind such physical systems and develop a framework and adversary 

model for handling the related security problems. 

13.3. 12.3 Literature 
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14. 13 Project 13: Cryptography of electronic payment 
systems 

 

 

14.1. 13.1 Motivation 
 

Chaum, Fiat and Naor begin their seminal paper with the observation that the use of credit cards is an act of 

faith on the part of all concerned, exposing all parties to fraud. Indeed, almost three decades later, the credit card 

business is still plagued by all these problems and credit card fraud has become a major obstacle to the normal 

development of electronic commerce, but digital cash-like payment systems similar to those proposed (and 

implemented) by D. Chaum have never become viable competitors, let alone replacements for credit cards or 

paper-based cash. One of the reasons can be that payment systems based on similar schemes lack some key 

characteristics of paper-based cash, rendering them economically infeasible. A more successful alternative 

solution is Bitcoin and similar account-based systems. 

Within this project, the main goal is to design compatible extensions to Bitcoin that would make it more similar 

to cash in some essential ways, enabling naive transactions of various degrees of naiveness and currencies other 

than "raw" Bitcoin accounted for by the same infrastructure. 

14.2. 13.2 Background 
 

14.2.1. 13.2.1 Main characteristics of cash 
 

Let us quickly enumerate the most important properties of cash: 

1. "Money doesn't smell." Cash payments are - potentially - anonymous and untraceable by third parties 

(including the issuer). 

2. Cash payments are final. After the fact, the paying party has no means to reverse the payment. This property 

of cash transactions is called irreversibility. 

3. Cash payments are peer-to-peer. There is no distinction between merchants and customers; anyone can pay 

anyone. In particular, anybody can receive cash payments without contracts with third parties. 

4. Cash allows for "acts of faith" or naive transactions. Those who are not familiar with all the antiforgery 

measures of a particular banknote or do not have the necessary equipment to verify them, can still transact 

with cash relying on the fact that what they do not verify is nonetheless verifiable in principle. 

5. The amount of cash issued by the issuing authority is public information that can be verified through an 

auditing process. 
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14.2.1.1. 13.2.1.1 Anonymity 
 

The payment system proposed by Chaum, Fiat and Naor focuses on the first characteristic while partially or 

totally lacking all the others. The same holds, to some extent, for all existing cash-like digital payment systems 

based on untraceable blind signatures, rendering them unpractical. In his invited paper to Scientific American 

Chaum eloquently argues the importance of untraceability, so there is no need to repeat it here. It is worth 

noting, however, that while coins are truly untraceable in practice, paper-cash with its unique serial numbers is 

not. Yet, it does not seem to hamper its wide acceptance, because the anonymity of the transactions provides for 

sufficient privacy. The importance of the other four characteristics lies in the economics behind cash. Bitcoins 

are similarly traceable, as the transaction ledger is public. 

14.2.1.2. 13.2.1.2 Irreversibility 
 

Irreversibility removes an important transaction cost, namely that of potential reversal. An insurance against 

reversal has to be built into the price of services offered in exchange for reversible payment. Anonymity is a 

necessary, but not sufficient component of irreversibility. Chaum's proposed payment system sacrifices 

irreversibility in order to allow for off-line transactions, assuming that communication with the issuing authority 

is more expensive than communication between the transacting parties or complex computations. At the time of 

writing, this might have been the case, but today, when the infrastructure for low-bandwidth communication 

(such as short text messages, http queries, etc.) is ubiquitous, the benefits of off-line transactions are clearly 

inferior to those of irreversible transactions. Bitcoin places great emphasis on irreversibility. 

14.2.1.3. 13.2.1.3 Peer-to-peer 
 

The peer-to-peer nature of a payment system also removes a significant cost; if a contract with a third party is 

necessary to receive payments, it is very likely that this third party will charge for its service. This raises the 

entry barrier for sellers and thus narrows the assortment of goods and services available in exchange for the 

payment that is not peer-to-peer, reducing its liquidity. In addition to this, merchant contracts unnecessarily 

expose sellers to the provider of the payment service; their income becomes known. It is important to emphasize 

that by peer-to-peer payment I do not imply that there are no servers or other centralized entities involved; it 

merely means that there is no distinction between sellers and buyers, merchants and customers. Anyone can pay 

anyone. 

14.2.1.4. 13.2.1.4 Naive transactions 
 

Naive transactions help reducing the costs of distributing the tools (hardware and software) used for 

transactions. Contrarily to the assumptions of Chaum, computation is far less ubiquitous than communication. 

While everyone with a cellular or a smartphone, a web-browser or email client in its readily available, out-of-

box configuration is able to transmit short messages (up to a few hundred bits), performing complex calculations 

involving strong asymmetric cryptography requires additional tools which not everyone possesses or can afford 

to run. The fact that it is impossible to transact without performing complex calculations in real time is a far 

more serious obstacle than the need to contact the issuer for each transaction. It also undermines the trust in the 

system, as the the failure of the equipment used for storing and transacting with such "cash" (a very serious 

problem with the system of Brands can cause unlimited damage, that cannot be mitigated. The fact that low-

tech, naive transactions are possible (and, in fact, quite common) with cash, greatly contributes to its acceptance 

and popularity. It is important to stress that no-one is forced to transact naively, and always has a choice of 

performing extra verification and discover attempts at cheating. Just as one always has the option of verifying 

one or more security features of a banknote before accepting it. With Bitcoin, naive transactions are possible, 

though much can be done to make them more convenient and to add more options between blind trust in the 

counterparty and running a fully equipped node of the Bitcoin network. This is the main goal of this project. 
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14.2.1.5. 13.2.1.5 Auditing of the issuer and the bookkeping 
 

The transparent governance of the issuer is perhaps the most important reason to trust it. If the issuer is able to 

issue digital money without anybody noticing, its creditworthiness cannot be established and the incentive to 

hyper-inflate (overborrowing by irresponsible emission) is enormous. While the information about the 

distribution and the holders of cash is private, its total amount should be public and verifiable. The lack of 

transparency of emission, can be among the primary reasons for the failure of digital cash-like payment systems 

in the market. Now, Bitcoins are not issuer-backed as such, but it is possible to create an issuer-backed currency 

within the Bitcoin framework using the concept of colored coins. Note that the referenced specification is not 

the only proposed scheme that is available, only the first one. Project participants are encouraged to research 

alternatives. 

Possibilities for the desired outcomes are the following: 

1. Design compatible extensions to Bitcoin that would make it more similar to cash in some essential ways, 

enabling naive transactions of various degrees of naiveness and currencies other than "raw" Bitcoin 

accounted for by the same infrastructure. 
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15. 14 Project 14: Distributed robust accounting 

 

 

15.1. 14.1 Motivation 
 

Accounting systems handling multitudes of accounts, including expendable ones, where legitimate transactions 

and audits are computationally cheap, while cheating is expensive lie at the heart of contemporary digital 

payment systems. The most remarkable recent development in this field has been the 2009 introduction of 

Bitcoin, where mutually untrusting nodes (each node trusts only the protocol and what itself has calculated) 

succeed in maintaining a consistent ledger of digitally signed transactions. Bitcoin has been remarkably 

successful. 

However, Bitcoin requires that every node stores the entire ledger and broadcasts every transaction to every 

node. This limits the scalability of the system and also constitutes an entry barrier: it takes many hours for a new 

installation to download the entire block chain (which is how the transaction ledger is called in Bitcoin 

terminology). Except for the most expensive models, cellphones do not have the storage capacity to store all the 

transactions and it is also often prohibitively expensive in terms of mobile communication to maintain a bitcoin 

network node on a cellphone. At present, this implies that mobile devices and other low-power computers must 

trust one or more nodes on the bitcoin network which is slowly but surely turning into a centralized structure 

quite out of line with its original ethos. 

However, Bitcoin's design includes several features that seem to be aimed at decentralization, allowing nodes to 

hold only partial copies of the block chain and still not trust other nodes for verifying its integrity regarding 

transactions and accounts of interest. The goal of this project is to design and maybe prototype such 

decentralization. 

 

15.2. 14.2 Background 
 

Transactions in each block of the block chain are hashed in a so-called Merkle tree, which can be used to verify 

any transaction without having to download all. From the vocabulary page of Bitcoin wiki 

https://en.bitcoin.it/wiki/Vocabulary: 

Merkle root Every transaction has a hash associated with it. In a block, all of the transaction hashes in the block 

are themselves hashed (sometimes several times - the exact process is complex), and the result is the Merkle 

root. In other words, the Merkle root is the hash of all the hashes of all the transactions in the block. The Merkle 

root is included in the block header. With this scheme, it is possible to securely verify that a transaction has been 

accepted by the network (and get the number of confirmations) by downloading just the tiny block headers and 

Merkle tree - downloading the entire block chain is unnecessary. This feature is currently not used in Bitcoin, 

but it will be in the future. 
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Each node is particularly and primarily interested in transactions that concern the accounts that are controlled by 

their operators, perhaps some watched accounts (such as those of counterparties). It needs to verify that all the 

transactions preceding them beginning with emission (mining) have been arithmetically correct and that no 

double spending has been attempted. It may also verify random transactions as a means of spot-checking the 

network. 

 

Possibilities for the desired outcomes are the following: 

1. Design and maybe prototype a decentralized version of a Bitcoin-like framework. 

15.3. 14.3 Literature 
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